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8 Alexander Blanchard, Mariarosaria Taddeo, The Ethics of Artificial Intelligence for Inteligence Analysis: a
Review of the Key Chalenges with Recommendations, Digital Society (2023), pp.4—6,
https://link springer.com/article/10.1007/s44206—023—00036—4 (accessed: August 28, 2024).
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T AYUsk= 2™ & YU(close access)0| ULt CNE
ZIM(Tailored Access Operation: TAO) £
=Z(CIA) A FUA=(FBI) S2 712t ¥ &8s

Ll
0

I

o of

{ OIOIHE FSst= =

ro

o o

N

Zl2l(remote access)zt QIZ0|A =
0= Z7IRHEZ(NSA)Q| &Y B2

St QUX|BE ZQof w2t SUXLE

Ir

>
=)
>
o4y T
T

9 hitps://www.aclu.org/wp—content/uploads/legal—documents/CNO%20Legal%20Authorities O, pdf
(accessed: August 28, 2024)
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TAO BXM2 UE 782 AHo| st AZEQOLE L= THY EA(ANT, DNT,
TNT), ZEe] Al 2M(ROC, AT&O), 2TQ| 7|2l 2HE AAsk= RFM(R&T), 22| %
HE XIXlst= HIESA =2t FMMIT) & 471 £MZ 0|F0{K JACL10 I J&H2 o

25| D=0 U= AR UK U2H, NSA LR X2 FSUAME TAO #4HES0| 'Hl

ZE0|L} ‘B S sHFH7 2ol= tElo EUtHE EEAE XX B2 7|E30|
FHO{LICET) ZHE A|ARIO CHSH NSAZL =% 7hsSSh oty Z2OME FASH 24717t
2008H0l= 21,2527, 2011H0l= 68,9757401 O|ECt it b T2 F 744
£ 2013349 E 7|Z22 80t 5H0IA 97t 63X Z10f 0|2 {22 FHE|T UCHRE o
e malotH o oM 18 ). NSA= ESH oY m=2aH0f thSh ZEF0| 2R Ql=
ts 28 AAHS 7iY o2t sich12) oM D27 28 5839 § o2, 20133
AGzo| AUsH HEQT S S 7t2dl £FIe SHE UKl XAIsHeE FE510 &
Aot AZEQHE JHY S0|E AR U=RICh

St TAOE= THed| HIOlH TS EHYE &0t oLzt AO[HEO], AO|H3 A=
Zofot QUCH 2011H0= AO|HEBZA ZTE 23174 AAR=0, 1 29| 30| M
Sx =2l o2 2iAof, &=, 58t S5 tE §t AoIULCt MOI 324 ZHe| i
BEE2 ANAHEZ mhulsy| Eohs AARIMO| H[O|EIQF A|ARIS| 7|50 AFEE F= A
O|RACE13) Cok UBAIE F NSA ZE 20134 712 QUE{F0|A 7| 8LH0f ZZ! Ato|H
22 ZME 20 B2 HZ(only a handful of times)dtol| Ot ElCtT 2bst HE QUCH14) 17t
Ust= AtO|HSZ ZiXo|2t A|ARI0| chet mta|&el 2o shFdstn e A2 Helrt,

10) Electronic Frontier Foundation, 20150117—Speigel—Interview With  An Employee of NSA's Department For
Tailored Access Operations About His Field of Work,
https://www.eff. org/ko/document/20150117—speigel—interview—employee—nsas—department—tailored—access—oper
ations—about—his (accessed: August 28 2024): Electronic Frontier Foundation, NIOC Maryland Advanced
Computer Network Operations Course,
httos://www.eff.org/files/2015/01/28/20150117—spiegelnsa_training_course_material_on_computer_network_operations, paf
(accessed: August 28, 2024)

M Ryan Gallagher and Peter Maass, ‘Inside the NSA's Secret Efforts to Hunt and Hack System
Administrators,” The IntercgpfMarch 20, 2014),
https://theintercept.com/2014/03/20/inside—sa—secret—efforis—hunt—hack—system—administrators/(accessed: August 28,
2024)

12) hitps://www.eff.org/de/node/84459

18 ZAH AHo[2t ZFEL ARE UESRS XA E= oo &isk= Hlo|EE =&l e, miifot= AN
2, 201001 NSAZ} 279710 |Lt Aldlistrt Sict

) David E Sanger, “Syria War Stirs New U.S. Debate on Cyberattacks,” 7he New York TimesFebruary 24,
2 0 1 4 ) .
https://www.nytimes,com/2014,/02/25 /world/middleeast/obama—worried—about—effects—of—waging—cyberwar—in—s
yria.html(accessed: August 28, 2024)
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2474 2112 Ol QN (On—net), AZEY] T (software implant) SC2=
NSAS| YZAXIFMIE{(ROC: Remote Operations Center)7} E&stn QUCt ESH 17
o

—_ -
olelo] ZFE AlAY QY WS 22l Y, 2F Y, EE 2T HY(Of-nel)

I
r
il

o
o

|
oith. Ol M S8 A S Sdll thy 7170l 22|Mez Fdsie, AHIEE
StAL £ SIEAINE 26 AS Zelth NSAZE S221H AYUS A=St

—
o —
2 dEX UCEL S2H HYUS fsh NSALS| TAC TEIIEE A&
=]

I
1

5| Zest X|I™oR 0|sAI717| flsh FBI A7 HMEZIE 0188t Q¥ 0|8 X[z &1 U
= AeZ UM UCH15)
tdIAEo FOILE SH=YI0] ZEof| M3et 0|F0lz YetHe=E= AUAM HSEt
HAXTMIE|(ROC)O 2ol ¥ R 2 Metrl= AR HQICH J2iLt FYst A&FE
L= ARG SIEYE S8l 28 XIF0IA £Z(short—rage collection)g st= A= U
Ct. O] S2|1A U2 H|LUe| F=7t 01 =0t 2HE XIELE EE7F M2 CfE &FS0|
Z2Qot HEZS Safl AlEEUCL
1= HER 7IE(ANT)2 TAO URe| 7|&8E 3 SiLiE, HIEYITo skt
ST, HFEERE H0IEE £&6t| flgt LT} StEY0 HHIE 7Hesta
&

s
2
CF 21 ANT7F JHSt || 27t ATIZX|O] HAOIE0) AMME7|= iRt AZNE
Hl= THOI7I= HRIBH NSATE BIOIE] £710fl QUOA OfH Hulot 7|2 AFRSHT U=X|
S ¥ 4 Ut

3t 2T E(maiware)2 7IHOR BIO|2ABIOS, (ZEE| HRlHS U= A
|

0
l

CC

ZEQOf) Lol FUSALL FAEI=E Btm UCk WREN FHE S2t0[SS ASH 2
A S0 AZEQIOIE DF MRS O] AMTEE MOKSS 4+ UZZ TOHE(0] Uck
Sh=Catols L BRIojol FUI0] HRIEIX YES LA ANTEE QUCEIS) ANTS
Hls, 97 Aoz E Felo| JHsst 20| UTHD LFKIS Amo| ANE Fuls

Tot =2/d Yo A8xl= Aol HREES XSt L.

rHood IR

) SPIECGEL Staff, Inside TAO: Documents Reveal Top NSA Hacking Unit(December 29, 2013),
https://goodtimesweb.org/covert—operations/2014/spiegel—tao—nsa—hacking—unit—dec—29—2013. html(accessed:
August 28, 2024)

16) Jacob Appelbaum, et. al, “NSA's Secret Toolbox: Unit Offers Spy Gadgets for Every Need” Spiegel
Online(December 30, 2013),
https://www.spiegel.de/international /world/nsa—secret—toolbox—ant—unit—offers—spy—gadgets—or—every—need—a—941006.ht
mi(accessed: August 28, 2024)
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Venture Beat,
(accessed:
13/29

threats”,

https://venturebeat.com/ai/how—generative—ai—is—creating—new—classes—of—security—threats/

August 28, 2024).
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Ao|ct, Eot 23t SES2=RE ==et Hlo|Eof 7|=5t HMoh=0[Lt BY=o| ZA &
S dAlI2 ot © XA S4, 2 S, DAY EAlet 22 ZAE 332 848 7=
S0l 25t Hlo|HE MSEHt18)

FE7|22 AUSAHEO|LE EE S 0|88 HAIZE AA”E 7[Rz F71 Mol 2
2t HO[EHE st 2Met2 =8 3 +2X0H ME == HolE2| X|&d8S =X
St7| flsl =25t UCE 2SS 280 AT 0| 8 AlAHSl slSstoz H
2 29 = =2 T2 S7kst XIFol| thiet 0| YEES0| Jtsot=E =510
Of it

gt ZIHEX™E HESZ(0SINT)
ZINEXHAE(Open Source) MEEIE(0OSINT)S Z7I0tH, 7| Axad Skab HAyfet
1 7|23 22, HEM 2X|, g2 BEx 52 %ol A2 7158 2E SMYEE &#E5HH
HOIHE &, 2M, ER]5= 22 2lo|sict MEsket X|7ste| FakoZ ZIHMEo| &

ol 7lslE4xoR F/IR0l et 1 SRAS Cietn Ut 01F0] 439! RANDE
20181 @IT0A] 2011H OIF 2TFYLTFAN LH3 2AS QIS5IRA OSNTS 'S

g EE 7 AEs 5| fls MAol MES tidoiA 8, 28, iZxl= 3712
2 0|8 7tstt EE=RE Mitls "Rt FolstCh19 CX|” Metez 1ol 2
Fo| ®old 2HI=, X[ & AL ARE, A4 O|C|0ESHH MSE= HEXe! & S0
ez REET A= JE0IM HFE} AUSKIS(A)S 0IE8 HolH 24 7|so| &H
2 HIoIHE =& X2lotn FEH JiX|7} U= &olE HNOi= FE7|2e| A Lot

SFSAIZACE,

oHH FE7|O| OSINT= 2xt MACHNM = HEe S2kZich 19413 S/et FHsS
ZtA|=(Foreign Broadcast Monitoring Service)2 16l 128 YE70| XIF0ks Z246H &
S Q|=2erS M A(Foreign Broadcast Inteligence Service: FBIS)2Z2 H2AIS HZASIFICE
O] ZZI2 2Xt X O|F SLYEZ(CIA) Atste] ZHUEYH=0| [Tt 0] =E2 sH2
o 2= HADICIN, 2lE2, TV, QIME 52 Soll YEE T, EAls=E UFE oIV

n

20)

18 National Reconnaissance Office, SUPRA ET ULTRA(NRO Brochure)

19) Heather J Wiliams, llana Blum, Defining Second Generation Oven Source Inteligence (OSINT) for the
Defense Enterprise, (Santa Monica, RAND, 2018), p.1

200 Joseph E Roop, Foreign Broadcast Information Service: History Part | 1941—1947 (Central Inteligence
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2005401 FBISE CIAZ} 22|51 @EAAMIE{(Open Source Center)2 E&Hz|QX|Tt
Z7IMEZ(DN)S BEMZAM g&s stu Ut 5 MHEHE Z7t7|/&™E=(National
Technical Information Service: NTIS)S E3H MA SAIAL AR, 2iC|2, TV E —'—:-_#Oilkl

A

Ayt Hol=n YRS XBss WE KA HLHWNC)OJRHE 22l e 1 PER
aiSICt2) T2kt 201310] WNCE BEEIRn @EAAMEIE 2ol et HEAEE

ZCHSIGICE SHEL|CH22) QEAAME= 201540l QEAA °,iE1EE}O|£(OSE)7|- =e]]
ClAS| C|IX|™ SAl=Z(Directorate of Digital Innovation)22 E4E[&LICE 0| 20194
2E OSE= ¥AIO|EE Haliot YBtelo] MEEMAZ Ritstr ULt Ol SHEMEE
o ZR4= QAlet 0|2 HEY=C| Ao E A= HOIrt 02{et AFA=2 20214 9
2 0|=2 oto| 2eaEtn Z7PHEZTNA "EAA HHE QIZt HE AMS HE, X|2|
SUTE S2 Solf +EE HELt sSoH FEEl=s M JHe| 7| HEE S4A7|=

k=] X ot

= =

2 QICH?d) E3| SIYUREIHEC} JiEA SO

_ m|
|'o|I

o

= :
HiE, &3 OiE, Ao A5 2 AAELE HoFe= dua|Ex UCh S H|ofH
AaAE ZLEZSt AEXTE At 7|E0 w2t AZSXoA Ho[E HE AtetE EEF
= 7Sk UFULE ol2fet AnEY 0t SZF9| &3+= F=20(|Lt Ho|AST Z2 &
HIS 7|0 S8H SH22 JHLRCL oE S0, X2[H ?Ixl= AZ| EX], 2= s =
M = AHIXF MSE oietoll ARSECh Google2 IP 4 A, 37| A 1 =X HAof
M ARBElE 7IEF B X JleS Sdll HI0|EIE #Esta QUCh of2fet &2 FE7[Ee

Agency, April 1969), https://Awww.cia.gov/readingroom/sites/defaut/fles/FBIS_history_partt 0.paf (acoessed: August
28, 2024),

21 University of Delaware, “World News Connection,”
https://library.udel.edu/databases/wnc/#:~ text=World%20News%20Connection%20is%20an,and%20radio%20a
nd%20television%20stations, (acoessed: Augudt 28 2024),

2) Stephen Aftergood, “CIA halts public access to Open Source Service,” Federation of American Scientists
blog(October 8, 2013), https://fas.org/publication/wnc—ends/, (accessed: August 28, 2024)

3) US House of Representatives, National Defense Authorization Act for Fiscal Year 2022 (HR 4350). Section
1612 “Strategy and Plan to Develop Certain Defense Inteligence Reforms,” Congressional Record, Volume
167, Number 163, September 21, 2021, hitps://irp.fas.org/news/2021/09/intel—reforms.html, (accessed: August
28 2024)
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2 stoig HEIE 7Y S Tzhae] gEs Sa SINEXMZE JEass +Ystn A
oj=el 23 FE7|2el ZT7PFIE=(NRO)7E 2022H 58 DIZHnto| HEHAS 2 &%
1087 S;AII0|, SR, HAE 22 7 7|Hol| 4 H2HE MSE Wol2tn &
Hot AS SO & 4 UCL 0] HYUE SUYE(XIQALTHA) T|HS2 Xt 4
E S NROZF 2F0f Fgiet AHitECE 2 o 2 XMts 2F0| FEsty ot

OSINTE ?lsHM= HIO|ES] EXME Fetd| mefste] QAU-Z|HA SH0| RESH AL
2 & U= S8 X2IH IR =774 2RSICH24) X215 Xl= GPS & IP FALF 22
Xl 7l Aot HAE Xt 71719 fIXIE AEStn Attt QEANM SRE=
2 ARZlolE AElE EFet AlZh #IXl, AR FtHetel SRt ASATE AElE HRE
o Faot AlZtof thet HIEtHIO0IE 7t QI (0] 7| w20 O 1Hgo| & SOlsict.

SMEXMEEE Qt tiE0| SxHe=z oI ststt E(PANRE Xz 0|8 =

U= HE(CANZ FEE 4= AUCL 0] 7h2d| HEX HEE FE7|20| AFEsH| lsiM=

7EX| it fRl0] Hesich2d) M 0= FEISH(C)= 1870 FE 7|2l thel CAl

o &S A MES EEE%U | ?let L&A "2 LAE JHESIHoF et ThHS2Z IC=
X

2r0f| k2t CAlof cigh Ee| E&Eu ZXHE JHEsta, CAIL|

-|'|>|'
0|I
2

2S5 A o A ZFo l'-H3H F71HQ MMEIHE At ofof wat siE FEE Ha(st
Cof eftt. olzfet & X EXQ| YR=Z, =2 0|F 2/ #lsl IC= CAlol et 2z
£ HNAUEE E5 X|IES I ESto{of oict, A= § | 2t CAIL| 21z, Al

{7HCAIQ| RIZE=Qt 78
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24) Manoj Joshi, "Open—Source Inteligence Has Arrived,, Occasional Paper No.415, Observer Research
Foundation(October 2023), p.18,
https:/ www,orfonline. org/research/open—source—inteligence—has—arrived(accessed: August 28, 2024)

25 ODNI Senior Advisory Group Panel on Commercially Available Information, Repoet to the Director of
National Intelligence(January 27, 2022),
https://www.dni.gov/files/ODNI/documents/assessments/ODNI-Declassified—Report—on—CAl—January2022. pdf(
accessed: August 28, 2024)
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ot €2 QELAA FHE Sl stget W8S B2 2112|152 AEsiH S Yoot
Ct Hde Als QiMoo z QIXIS=0| glen 21zt 22 T2 HXEet ez 2N
UL LI As 1=, 2|z, HE S Lt 20M0A 2T ULt & AEX7F Y=et
EEO0|Lt AF0f 7|=5t ZE 4 - 7HISketr| MR ST A7 20E 5L
HE Mol tiet 7t Soll #8E + Urh £t 3 &=, AIH 20 S ol HE: o
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2 S 24ot Relojet YEE iZst 7IX| U= 2HAYEE FHI=0| MS3L AU
Ct. 0|S2| &50l= &Yt Azt H|80| AQx|=0|, 2016 2utot tiE0| HE LHof|
Me| QIEXIs €8S Zalsls MAME YHer 2t 2017HRE 0|5 ZE7[H: EEY
of A0 USKISE HMIFHSE &&stu UCLY

Ojet YRE FEol] SREALEMN JER/IE
b H

2ot 0] o[ QIRa|HA Sl siAo|Ct, =HZ HICHHS| FHEALZ0| U0 of2fet
O|HQIHE[HAS HAMSH| flsiME ALl 20| FRECE SRSEICH HAleld Lne|E
1 i 2AHo22(LLM)2 +~TE et 2| H|o|EfLt o[n|X|oM £ TES Aot sts
ot CtS 2Ret HIOo|ELt O[0[X|E FHste Rolojet YEE diret & Q7| WZ0|ct. o
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26) Government Accounting Office, GENERATIVE Al GAO—23-106782,
https://www.gao.gov/assets/830/826491. pdf(accessed: August 28, 2024),

2) Eana Lyn Gross, “How Adificial Inteligence Is Transforming the Inteligence Community”, DELL
Technology, February 2018,
https://www.dell.com/en—us/perspectives/now—artificial-inteligence—is—transforming—the—intelligence—commun
ity/ (accessed: August 28, 2024).
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30)
https://www.whitehouse.gov/briefing-room/presidential-actions/2022/01/
19/memorandum-on-improving-the-cybersecurity-of-national-security
-department-of-defense-and-intelligence-community-systems/(accesse

d: August 28, 2024)
31 hittps://www.whitehouse.gov/wp—content/uploads/2022/01/M—22—09.pdf(accessed: August 28, 2024)
%) 0|MR Udml EER, p.63.
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) Eic Geller, “Bden orders federal cyber upgrade after barrage on hacks', POLTICO (2021, 5. 12),
hittps://www. politico,com/news/2021/05/12/biden—federal—cyber—upgrade—hacks—487731(accessed: August 28,
2024)

4) O|MR, Aol EEE, p63

¥) The White House, Executive Order on Improving the Nations Cybersecurty, May 12, 2021,
https://www.whitehouse. gov/briefing—room/presidential—actions/2021/05/12/executive—order—on—improving—th
e—nations—cybersecurity/ (A 2022, 7. 22).
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36

Robert Chesney and Trey Herr, “Everything You Need to Know about the New Executive Order on
Cybersecurity”, LAWFARE (2021, 05. 13),
https:/ /www.lawfareblog.com/everything—you—need—know—about—new—executive—order—cybersecurity (2444
QU 2022, 7. 22).

37) Walter Haydock, “The Biden Administration’s Impending Executive Order on Software Security”, LAWFARE
(2021, 04, 23),
https://www.lawiareblog.com/biden—administrations—impending—executive—order—software—security (ZAHed:
2022, 7. 22).

Eric Geller, “Biden orders federal cyber upgrade after barrage on hacks”, POL/ITICO (2021, 5. 12),
hittps:/ /. politico.com/news/2021/05/12/biden—federal—cyber—upgrade—hacks—487731 (ZAH: 2022, 7. 22).

38
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39)

https://ritchietorres house. gov/media/press—releases/rep—torres—software—adhs—supply—chain—risk—management—act—20
21—passes—us—house (accessed: August 28, 2024).
40)

https://www.whitehouse.gov/briefing-room/presidential-actions/2022/0
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urity-department-of-defense-and-intelligence-community-systems/
(accessed: August 28, 2024).

40 Preventing Access to Americans' Bulk Sensitive Personal Data and United States Government—Related
Data by Countries of Concern(Executive Order 1417 of February 28, 2024),
https://www.federalregister. gov/documents/2024/03/01/2024—04573/ preventing—access—to—americans—oulk—
sensitive—personal—data—and—united—states—government—related(accessed: August 28, 2024)

42)  The White House, "FACT SHEET: President Biden Issues Executive Order to Protect Americans' Sensitive
Personal Data," February 28, 2024.

43) ANPRM, p.36.
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44) Securing the Information and Communications Technology and Services Supply Chain(Executive Order
13873 of May 15, 2019).

ACT SHEET: Justice Department Wil Issue Advance Notice of Proposed Rulemaking Following
Forthcoming Groundbreaking Executive Order Addressing Access to Americans’ Bulk Sensitive Personal
Data by Countries of Concern, p.3.

ANPRM, p.11.

ANPRM, p.12.

ACT SHEET: Justice Department Wil Issue Advance Notice of Proposed Rulemaking Following
Forthcoming Groundbreaking Executive Order Addressing Access to Americans’ Bulk Sensitive Personal
Data by Countries of Concern, p.3.
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