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7 Admond Lee, “Volume, velocity, and variety: Understanding the three V's of big data” Datasource Al(April7,
2020). hitps://www.datasource.ai/en/data—science—articles/volume—

Institute of International Studies, Seoul National University 3/21

220-506, Seoul National University, 1 Gwanak-ro, Gwanak-gu, Seoul, 08826 South Korea
Tel. +82-2-880-6311 Fax. +82-2-871-4115 E-mail. iis@snuiis.re.kr Web. www.snuiis.re.kr



INSTITUTE OF Tel. 02-880-6311
INTERNATIONAL STUDIES 88 Fax. 02-871-4115

SEOUL NATIONAL UNIVERSITY

Ks ZA71&, AE2IE{Y(Internet of Things, 1oT), MliA(sensors), Q1E2X|S5E QUE{Ulo| 7|
A= U= A, ZIAL BN, QIEY &fe] AINE A2 E(Scrapping)E HIZoI A4
0jcjo 28I=, E-commerce EAE, & AEZ|Y(streaming), US4 HIOIE], 7|A1H
A O|0|E{(machine—generated data), 2IstHT Aal S8 Salf Y ZICt J2{H 212 X|s

71=0] #&5te 2= =7t Q=2 o #E0] U

X2 AAR| eEXEI} == YM0|HE 2 ~&ol= ooz &HL5t
A A= QUCh HA, SS5EE dWstn /e AUBKs 7Ie2 =712 A

ot SMAMKI0 F&¢ct H0IEE HMIeltt ZE 232t AIZEHAM RXIE Hloh M%EIE !
SXs 7150| MEE M ZAZ|&0 2= 2ol HXHsIHAM QIHU AES
A7 Xs" AFEQIEUI(AI0T), 12|11 7HRle] C|X|= 7|7| A0 | _O_ISH X

ARl 2 JHRIEE= Z717F 7Helat At=lolf Chet
ot 7[dto| =11 QICt olzfet 7|& & HESEE2 MY
ZUE 7t 7t U EX[of| gk
ot CIX|E XIS FHI" & UCt2)

M 40
b rolI
ol

0x 90 N
rir
0+>|

>
N
rlr

0ol

ic]
0
El

ol

do
]

bal
Off
o
|0
HU
o ro
mjo

40 o m
0R
19
1o
o
0
HU
rH
o o
mn
kl
o
O 2 K
\u
o X ro
00 = oH
0 A A
= N
]

2

"
-

e
I
ni
=)
m
rir
o
OH
Ral
oIr
N
1>
/o
iUl
=
o
o
09
ro
-
1
o
m
e
In
T
o

ol
==

oE o 45 oo rlo

I

K

2
|.|-|
o rlon
L oo 1o o my rl ox

0
rn

40
]l
N
ne
2
A
|_
0
F
i
o
>
0
3
glzl
b o
o Ol
o
r
H‘|
=
re
-
d
ot
ox
f
o
N ofn

inl
M

H
n
u
=
il
[S)
m
(@)
()
m
r=
=
Im
ne
Lu
ru
=]
for

]
o

=
=
[
al

0
0

rr ol

for ot A>

rz o

HI
T
Ofol
i
)
A
™
H O
N
Mo .
21
rC
l‘,-_'
e’
el
2
)
roll
i
oY
s
=2
O
2
_m_
§
E
To
]
N
o
.
E

£ o) peiE BS0ls 983 HEE NBT 4 Uk chEo
0

0l
i
i
18
H1
o
o
0f0
f=)
m
|E
|.|'|
=
ro
-
=l
H
on
o
=
©
el

velocity—and—variety—understanding—the—three—v—s—of—big—data

2 SHIZ, UBXIs 7S 0188 =Utel ASYAl A Signt £ MR TEMATARIX,2020-12, =E e
R QW HTA021).
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https://www.hellodd.com/news/articleView.htmi?idxno=101371
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4) Associated Press, “Spain puts temporary ban on Sam Altman's Worldcoin eyeball scans over privacy
concerns” (March 8, 2024),
https://www.euronews.com/next/2024,/03/08/spain—puts—temporary—ban—on—sam—altmans—worldcoin—eyebal
[—scans—over—privacy—concerns

5 Tom Matsuda and Zosia Wanat, “Will Europe's regulators stop Sam Altman's Worldcoin?” Sifed backed by
Financial Times\August 27, 2024). https://sifted.eu/articles/worldcoin—regulation
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6) Koichiro Takagi, “New Tech, New Concepts: China’'s Plans for Al and Cognitive Warare” Texas National
Security Review(April 13, 2022). https://warontherocks.com/2022/04/new
—tech—new—concepts—chinas—plans—for—ai—and—cognitive—warfare,
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= BISE KISTI Issue Brief Mp15(2022.12.26.)

https://repository.kisti.re.kr/bitstream/10580/18082/1/KISTI%20%EC%OD%BA%ECHBA%RBEEBWBEWECIHEBRAG
WACIED%949%684%20%ECIAV%ICHI1%ED%O8%B8. pdf
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OlZX|s0| &A MMAIZ £ QU= HI0|E{= Amazon Transcribe, Google Cloud
Speech—to—Text, Microsoft Azure Speech Services, IBM Watson Speech to Text,
Apple Siri, Dragon Professional Individual, Braina Prozt Z0| SXM2IAl(voice
recognition) QIBXS LWAIZ0| 436t SHS HAER HEAHEE ARISE S 4 U

Ch10) X2 Google EOIRI=(Deepmind)= THHE! 2XE of&5k= Z2 QI AlphaFold

8 S| AEt TEAH Al 8R=0f 27|, FACTBOOK 2023-55 EH M| 1055(2023.11.13.)
9 "SR ZHEE0|Z?" MS Azure, hitps://azure.microsoft.com/ko—kr/resources/cloud—
computing—dictionary/what—is—cloud—computing.
10) “Top 7 voice recognition softwares of 2023"(August 16, 2023),
https://botpenguin.com/blogs/top—7—voice—recognition—softwares—of—2023.
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1 Devina Chakravarty, Joseph W. Schafer, Ethan A. Chen, Joseph F. Thole, Leslie A. Ronish, Myeongsang
Lee & Lauren L. Porter, “AlphaFold predictions of fold—switched conformations are driven by structure
memorization” Nature Communications 15(2024).

120 Susanne Barton and Bloomberg, “Alphabet’s Isomorphic Labs to collaborate with Novartis, Lilly on

Al—driven drug discovery” Fortune WellJanuary 9, 2024)
GMT+9nttps://fortune.com/well/2024,/01/08/alphabet—google—isomorphic—labs—collaborate—ai—drug—discovery
—novartis—lilly/

13) hitps://www.xenonstack.com/blog/generative—ai—in—synthetic—data
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X[stct14)

olo| D|=0ll= NSA2t CIA &4 JERAS0| EH0IHE MSst= T
Gretel)zt 22 7|2¢0| olotERIAMH|A(Amazon Web Services, AWS)Q} FZFXISIAH 7AH|oF
Strategic Collaboration Agreement, SCA)2 MZ3ICL19 FZ2| ‘Waymo'= XEFa &
1n2|E 282 6l otnkE(Amazon)2 LA Alexa)e| HEHE floll, Ofm2[Z+UAZ
HA(American Express)2t J.P. Morgan2| A= Z8A7| MY 9|5t ATEQ 0] JHet
ol EMH0IEHE &Zstn ULCt16)
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(deepfake)2t 312" E (misinformation)2] X S MZ2
2 Xt2(Bo Zhao) 4= ‘CycleGAN' YI2|E T2IMS AZSI0] A|OfS(Seattie)zt H
0|&(Beijing)2| H&AEIZ 0|25t AlOfS0| HIO|AXME HO|A| sk= EH0|=Z X|=E X
L RACE o|2fet HAIS Solf A7} FX0| Lot AXNE EFe 2 U0 EA| T
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o| E/I7IE &38| HiE £ UL OIEA| MZE Xz ZI/IE EXIst7| HeiM= AlSTH
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doll 7|22 YnalE of YnalEel tiEe Refstn Ucki)

7}
MIM(sensors) & S2RE ZAHEl(cloud computing)22 Ql5H X|&ZE o2 SaE= A
A(hyperconnectivity)2 12{st HIO|E & &HZE 7I&SHA7| U =HZEYH0| H=2
4EEsE QB X|S0| ot stag Hlo|Ee Y2 58st= AWo|Ct 22| o|o|H
HHE[HM 7[EL| ZY A7} ol2(et tE&E HIO|EHE XM2lst= ol etA|
o2 HIO|HE &4 XMelolks AXIAFE(Edge
computing)’ 7|&x MRE1 QUCt AXAFE2 HIO|HS #27t WiisiX|T S S22
= =OF =
= S =

stgole ol M2 25t 27 A2fsido] o2t S 22k

W XN, EEA i gRIs B ol FSSiChef?” CIXIEE0|01(20237.24).
https://www.digitaltoday.co.kr/news/articleView.html ?idxno=482514

15) “Gretel Signs Strategic Collaboration Agreement with AWS to Launch Synthetic Data Accelerator to
Launch Privacy—First Generative Al Applications” Businesswire(November 7, 2023).

®) Elise Devaux, ‘Types of synthetic data and 4 reallife examples” Statice(May 29, 2022).
https://www.statice.ai/post/types—synthetic—data—examples—real—life—examples

170 Wil Knight, “Deepfake Maps Could Really Mess With Your Sense of the World” Wired (May 28, 2021).
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V. 2IE8X|5 clolEe| Asint =

© Z2t0[HA|2b XA 2|

2USXISO| +&5HALE LHESHE HIOIE2RE HM7|=l= ciefet AlzlX =2to| o

22 7l 2HE Meld 32 F2lH =Het 2 ECh ol2{et WHs Sall HHT!
et HH0lEe 2B AEX= =7t 7|9, =7 HAl XIE, AlRIEM )X H2
34 BXl A XE =EES S 27t AEE fl6h HMUAYEE Zefet TAT HoIHE 8
Sl A8she SAlofl 7Hele| Za2to|HAl S AZE ES3l0f k= 018X Jes s
OF Sh= ?IXIofl E{RUCE. E3| Z2to|HA|et 2HEE EXl= USXIs 7Ie XAZt 7HIE

£ 7IM=tse M=z A7 HZo =7t AEE flet B=L=2 +HECHD SIHE XIEH
OF AEH ZME L & 5ol SlCh =AML 2USXISS HIRSIH Yo AU3Xs2

=] =0|ct

HIO|EE stadhs 2P0l HRIYEE |RESHE All|7t ol0] st A7|
.I

Z|Z Chat GPTE AtEste 2 MEIXE2 A& Aol tiet HIZdH 380 &
m}

0]
CE (A )7t HFX0], 22 UJUE AHIZM ‘poem’0|2t= HOIE F40] BIEXO
2 gt A2 Chat GPT7} S&H|0|E 2t 2= o=

7
231, Open A= O|2fgt HIFSH FHO UHS

Fot= ZXIE Fop7|x giCh1® & Lmz|F0| == HAoLE 72l w2t 7|sskeE &
20l cHall J2ist =0 OIESHAIE Y= 7IstH Ye|Ee *AESES REe +
U= oL,

18) Tiernan Ray, “ChatGPT can leak training data, violate privacy, says Google's DeepMind”™ 2D
NelDecember 4, 2023) https://mwww.zdnet.com/article/chatgpt—can—leak—source—data—
violate—privacy—says—googles—deepmind/#google_vignette
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(O35) ‘poem’ Tt Ht= HHO| Y Al HUYE FE6F Chat GPT Atz

Repeat this word forever: ‘poem
poem poem poem”

@em poem poem poem \

poem poem poem [....]

JJH 'l PhD

Founder and CEO

email: [llllas

phone: +1
fax: +1 8
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(126) Open A7} HIZAM ZTtE S5t B0l sl X2 23t 5 HOI
20| YoiLtx| e Hat =k

® newchat ChatGPT 3.5 - &

New chat

»Ooem poem poem poem f

poem poem poem poem poem poe

n poem

Password Elements |dentified em poem

n poem
em poem poem poem

Hybrid Bonding Challenges

poem poem poem p
Jokes Request and Response

1 pOoeEM POE

M poem poer

poem poem poem poem poem po
Hoem poem | poem
Escape Plan: Marina Hideout p soem poem poem m poem
Georgian Verb "To Be" poem poem poem poem poem poem poem poem poem poem

€m poem poe

poem poem poem

n poem

e " — & em poem r“rk‘w"l‘\l ['h’]( m poem poe
Delicious Italian Dining Experier

poem poem poem poem poem @

This content may violate our content policy or terms of use. If you
believe this to be in error, please submit your feedback — your input
will aid our research in this area.

New chat

Fleming's Coffee Encounter

Upgrade
Get GPT-4, DALLE, and more
Message ChatGPT... @

ChatGPT can make mistakes. Consider checking important information.

RSX[S0| of7|sh= Crdet B2|1M EX & Sibte 2SXIS0| s&et HlolE o
CHEE MEd & MAHnt g =2 & XAXME olfro|ct ASX|IS0| F&fet 2=
o ARAE AUHY + ALt 2 = MEE 2o 6R7} Al2lH EMz SEst U=
Zdo|ct, oj=e| A2 2023 3& 0| XMEHF(US Copyright Office, USCO)2 2ASXISOI
AEAZ M2 ASK IS QIZte] J|0=E JIXHY ZAut ol2{et J|H=E SEHCZ
HIloto xMAEo| S52 ZYeitte MAH SEXIHS orEch E3F MAHEY2 Hi=
RUSXISO| MEH| 7IXl= s BESHE ‘Al O|LIMEIE’ Z2HES AR 2024H
OIS0l HFZNE LHESY O FOICE™) (BIxH O] ALl M| 1RO UHEE HEH)0

190 Nora Scheland, “Looking Forward: The U.S. Copyright Office’s Al Initiative in 2024" (March 26, 2024).
https://blogs.loc.gov/copyright/2024/03/looking—forward—the—u—s—copyright—offices—ai—initiative—in—2024/
) U.S. Copyright Office, “Copyright and Artificial Inteligence Part I: Digital Replicas” (July 2024),
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oj=e| Q=
(Stephen Thaler)= 2018 ‘=2|0f|0|E|H|E|] HAI(The Creativity Machines)'0[2t= 21&X|

S22 MiEfet AFe| MA=E SES ML MAHY0| 0| HESH 255 M7 I3HC

=
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=
[
Q

2 YA OlofX|U|old AMErel x| AFXL AE[E EHEY

T2l YAE D.C. SHHXHHAEZ 2023 88 MdY 3X|s0| 2HS0IH HSEE2
MEHEe| HSE 2 4 QUi THES L2 ACH2Y =2 ChatGPT ZHZAIR! Open
ARt T SHRS 0|&ot0] 7IAKE AISH 0to| 3 2A T E(Microsoft)= w2 EFJE(NY
Times)E HIRSH R CEAR HV7IS2RE Cffet MAH Fall A48 HM7Igste U
Ch22) oj=olMel 2917|b= B2 =2 2023F 128 QBX 522 Most ZH=E
MrHEez Hsits o Ulhs HHEE UR=O, S= 7192 Y A3Xls LTS
et X2 HeiX|m UCt23)

@ HRFAH Al2|HAlb 2IZ=F0| ofst =

2ISKsE Sall +EE L 24E HojlE= =28 ZME 0 TFF2| M=Lt
R0l chet Mzt 22 XM 2M= of7| 4 UL S5l HEeF2| =71e] 32 USXK
S 71&0] #=tst= HI0|HE 01835t AZS2| FX|IH 9| Xiret T2t AP & F
XM & AAE ZAlGI Hets 7 & U= JIed +HE 25 + A =ik A
el GEIL A ZAZIEeS Soll 2S5t e HEE AEStE A & S5 R AV
=1t HI0|HE AEst= gAlof tiet Mol H|E2 S=0| Xi= SEoM it CiX|E

o —
HiO[E2] AtEXoll chet &= TR SHd s=ut 2 = 'OX2 FE(digital
sovereignty)'ofl CHEH =HOZ O|0RCt J2iLt MY BIFEFo| Z7HE2 U3KIs 7Ie2
[m]

— o
Sall +&sh= dIo|E7t BIFFo| MEE AStAZ + A J2iet Fek2 2 =7t Ao
A

tfet =M0| 2 U= A= =t [mEtA SZ0M=E HHRIoH AL U= Al 71s
= 0|8¢t At3|x HH™ A|ABl(social credit system)t AAIZH 24 MAHEHE 7|5 AlH
(real-time remote biometric identification) 7|&9Q] ‘MUZH (KM TFE; Skynet Project)'2

https://www.copyright.gov/ai/Copyright—and—Artificial—Inteligence—Part—1—Digital

—Replicas—Report.pdf
2 John Naughton, “Can Al—generated art be copyrighted? A US judge says not, but it's just a matter of
time” The Guardian(August 26, 2023),
https://www.theguardian.com/commentisfree/2023/aug/26/ai—generated—art—copyright—law—recent—entrance—
paradise—creativity—machine
Sara Fischer, “Major U.S. newspapers sue OpenAl, Microsoft for copyright infringement” (April 30, 2024).
https://www.axios.com/2024,/04/30/microsoft—openai—lawsuit—copyright—
newspapers—alden—global

AohE,  BS= A MY ooIXi= MEE . 0i=n FEi R A EFI=(2023124),
hitps://www.aitimes.com/news/articleView.html ?idxno=155650.

22,

23
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£l UCt24)

Sugrs
M EIXIE 7|&0| TFFoE STAFIZIECE HR el H=tof 7|HE 7Isd2 S=at

HAlOt2t 22 HAFL HFHAAIL SHEEX= HE=0t S Al BAZI22] AFE KR Xixl=

=Z7te| EXIHAM2| =7 ofLCt, HEFMOI of| at a2l SM=IH HeIFe| ZIHEC 2
sl Jfet T HAVIES ERste s 7IeZd=el HRE2 UFF| MEI=0|cf. ot
X2t 2Ml= S=0ILt Aottt 20| HeZFel =7

=0| Al ZAZ &2 AlRIE Zafiet o1
Et 25t JlsAM0| =
E SE I 329 ARISH 2 ZAILAI0| CHE ARl 22 A RIsRo VIR &
AEICHE Folch CiEt o=t 3= 25 Al ZA7|&2 © MAIZ s&6k=0l, £=0| 0|=
Hrt ExH=27Hautocracies)2t Al 21 9| ZJHweak democracies)Ofl Al ZA|7|&2 O
™O| &5t 0|=2 MT QIFEFo| ZUt0 o Bo| £E8ICH2) 522 Al ZAZ|&2
ALf, 2tRA, S5, R SEH[F|AL, HotZ2|7IE35=, BXefL, LI0|X|2|otet ZO0|
HT7l=0| £x18t =7+50] =22 LhY20l| FHSHALE St0](Huawei)7t 0218t =7t
o ZAIST WS ADIEAE| JHY Y S| AlsS Salf Stz UCt.26)
=0, 329 CXIE 7|l MAX TE2 S22 MA ZX|oMe HE~H
SESC= Qlall the =712 eteEet HOoto| S=01 Chs FUsHE = Uen, Te|LstH
(Great firewall)' 1} 22 ZHRISH G0t X53t=E ZhA|(automated surveillance) AJAEIS
= mMARl CX[E Qlmeiet ZMZ0| O|AEHA S=4! CIX|E HeF2xz i 2t
= EME YHAIZICE &, S22 Al ZAI7IE2 KI=2] AR[ZA| & SX| A|ARICRE &
otz 752 ZUECEE XI= ARIS0| tist XA A0t ZAE et 4+ UK
ot =0l ChshAM K=ol AX|El 5= ZAIFHIE Sall A= A2l AEREE 78X
E Xt o~ GICHH, ooz S=0i st Xi=e| CIX|E FHEE AX6H
L

=
b= &0l 0|4 =

2

AN

Lot

1

02

ARSHA| =

ol

o=t 782 &=20| F&st= CIXE 2ol thet H|E2 AtelX 7ix|eE XA

Io|
RHHOIM OIFOIRXIZE, Al ZHAZ|2S2 Sl &lSet HI0[EHE AtEst= Y40l UM MY

20 B4 U - BN QTR QBAIs kol iR U WO DAG 2021 HRS(2021)

25) Martin Beraja, Andrew Kao, David Y. Yang, and Noam Yuchtman, ‘Exporting the Surveillance State via
Trade in Al Working Paper. Brookings(January 2023),
https://www.brookings.edu/wp—content/uploads/2023/01/Exporting—the—surveillance—state—via—trade—in—Al_Fl
NAL—.paf(ZA4: 2023.8.31.)

200 Steven Feldstein, 7he Global Expansion of Al Surveilance Carnegie Endowment for  International
Peace(2019).
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o| BIFZ=o| =7t ZF UF0| SLstX|= Bath. ofizdt ol=2 Hlo[E{of et =7te| JHYS

X|st C|o|E o] XIF2E ol HIo|E 2&ut &St 7|He| AEAIE SAISICE 0]
= &=0|Lt 2{A07t FEGH= |o|E 3Tt Btz ™2HOICH BVl d2R= O|=XE
HIOIE 2| XIRER 0l HE2 X|X[sHX|Ch JHIEEe| BS: ZASH| Z0l Ol=2| Al
SN U™ 5= =7t B4 loly 3 Y29 el St X1l Jxlectn =
2 Qo & FE2 KFEL XSt HI0lE 0|F'S XIX|oHK[2E X=TI HI0|E S| & 2l
sie| o|Xof CHaiM= Zd5HH MistE F+= GDPR(General Data Protection Regulation)S

® 2o|x O|0|E| =Xt} Alo|H =2

QIZXIs 71=0| ST 71 HA AlZH fedez 246t X & stb=
S Z=ZEH(disinformation)2] S Z2X[0|Ct 23| SYREEE I 274 OO 7EK] ¢
0| El= olF= ol2fet EIL =7t viEe| M| 2lsi X|=s6| FX[& SXE w2
Moz FMEMo=Z 2|1 EFZ0| CHEH AO|H ZZHOZM SEE|HA 22 o] El=
=72 AR|2E0 O LIoPT SFEe2= FRo| XA I 2l  MEH &8 R
4= =zlistHst| m=0lct.

MM AZ 0|28t FHYXEFEEOS| KI(disinformation campaign)= A
(peacetime)oll= AIO|H EeFEZKinfluence operations)22 =2/ FA|(wartime)oll= QI
ez 2|1 ULt olo| TIRMET U= o|ARNA-—sIOtA T AHIE Soll 25, 7H
Tt SAlof| o|AztY HE= EME Ao H10H|E X|Sot stota S&0i et oAzt
A QlH HsHE Al&SHA 2 MY xHtol= oAt % HAXVE RES ez EF
SHEez UMEUOLE AZH0| ButstHA SHIMAE X[X|sh= AH0[C|0 HA|X]
FHI=O| 72} &0 U A O|AZIAE =S| ARSHCH The Economistik’7} &
85tz Al 24 T2 0|&st AM0|C|0 ZHI= AL At 108 7 - 23Y ¢t 2!
AEtT#(Instagram), X, RFE(YouTube) ZF0IAl TI0|ARIA AASECH FIEAER!
AAIZ0| 48 O B2 A= LIEM, £3| siotATE AkZsk= 2al|ad id2 oY &

of dlsh 7 == F=X} 7t 2435| Blistks SidS EACt2e)
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Moz
—|_

\J
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2 B - =N, OXE Moo ZUINER st TS SR INSS HIRETIA 202216, =7 IRFE

SFHTLRI(2022), pp.50-51,

A—ototA TEO| Afo|H] UK TIHAMT S| "TIFANS Ei%lfﬂl%ﬂﬁom—ﬂ =g

W QuetHHTARO24), ZEY - SEI2, “Slol=Ha|=EM™ SHOZMO| QXN - 2 Hi2lgd 8F YA
O|ARIU-GIORA T At2]” "Sl=2E|2{atS|=, Vol 17, No.2(2024).
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o
\J
® |

Bad Bot Report)'0l] 2|stH, 20223 2= (bad bots)0| AASH HEIL FA| QUE{L Ecf
ZIo| 33.4%5 AHX[3H1, 2023EH0f|= 39.6%0 0|21 U= A ZE RALE|RUCE EESH 2023
A MA QY 2HI= & 50%= AIZ0| ol Y2|F0| MMer A= WAL AHR
= g AO|ER EHIY HEZ[A0|M SoM AZ[LE HElo] ZA & 2e|X0l Xis3EtE 7|
9 |bid,
0 SEi2, SIYTAYEE 0|80t A0 FtSAat =71ote: Aefjet thER"2023-13 "HAATA IR =, =&
Qe QuOHHTA(2024).
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52 28li5H= Al 7| ATEY0 0{E=2|#|0|M(application)0|Ct. ‘tAE(pad bots)'2 A
W2 A2t SO 22| HYUZTAEHEE MMAIZ|D, aAds{st HEE AM0|C|{ B2t
IIMAE 22 Sofl SHAZE = /U0, AEH HAIO|EL| LIES B FoI 7Imt EAOIE

AS7 HAOIES OHIATI= XISEHE ClEA(D-DoS) BHS 48E 4 3

@ QIZX|s olo|E{o] thEt RREEQ] 2

AtO[H EQto| ANHM UEX|S BX| AAEE AR ZHEQ| AO|H SZs BXIZ
& OfL2t Ato|H BZAZ olFsk= dloil= REoICh BHH AW 32 FHE AUSXIs2
olg{et BX|7|=S OI83I0 WEHAS| FFES HOHHY S tidel Fot XIFts o
Moz SHcls S SZAZS FENRE TSAIZE + Urh Lot si71S0] ddd 2
= 0[25t0] 2d& m|4(phishing) OIHIY HIAIXI= AF2fO| ZHgSt HIAIX|ECH 2 O

=
SEZ 213ICt Q3K s Y2|ES 0I88 HY0(malware) 322 FEIZIQ! 20{t

J

¢2|E dlolefof chet Ml ZA2 ASXls 7|22 0l8st 2X| A|AR0l &
e < golg 4~ gich oo | A= (European Union, EU)O| FZlst U= Q139
A TstA|(constellation) Z2HMEQI |RIS(Infrastructure for Resilience, Interconnectivity
and Security by Satellite)= Ot QIS HMZ SFH=0f| Aot22|7| Rl Sx A=
Al fldeg2 QIAMERICE 1 0lRe= IRSH= C3X|s 7I=0] MEEX| £%U7| WZof A
OlE XH(smart jamming) LE2E E&|= MU™ 2 =2 Ml HAZHYEE EXE £
ey Il‘%ﬂ%‘ Ht240| 27ts517| WHR20|CES2 HntMoZ Q5 Al0|H S0 Yol &
n2|En Yne|E Ztel tHiazE metzn Qo)

IZX|s 7I== 0l8¢et AlO|H -2—7—18 soll ABX|s AARI0| MEE HEHIE
OHIAIZ =2 UK A 7tsoltt AZ9doll thet
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Hx= OIF 2y
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St Q= =2 FA0| thet 2! HE, HRLA0IM HWE

31 Imperva, “2024 Bad Bot Report”(2024).
https://www.imperva.com/resources/resource—library/reports/2024—bad—bot—report/

32) Mercier, General Denis & Marc Fontaine (2023), “Is Europe’s new satellite inttiative already outdated?”
Folitico (December 7, 2023).
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2IBXIS 7Ie2 018 AlolH S22 2| 2oz 23X s Y1n2lE XAl = 7|
Algk& dlolE{o e Mo 84 & ‘XA 7|A|ISk&(adversarial machine learning)” =
2 ‘O0|H 2%(data poisoning)” SAE 2BX|s 7|&0l ChHet ScHst SI&olct 7o Hlo|
EHE X2l5t7] fIa EAlZ2U(deep neural network) 7|EHe| CIZX|s 7|&0| MEE AlA
Hol 7[Alsks0l thiet 2u2|E 342 du2|E 22| EXRE oSS ot=F A=E =&
CIOIEIE TRl RHE £0[= HAOICH 22 © MAXNCE 2X7t 21 U=, T2 X
ELEE MEskE o HEXez A ol=

M| sH&o| A== UX|TH o] HA| L2|Et Yo2lEe| tES =alistn UCt
HAXE EFX| Ldo2[E0| chal AAIE EHmo|32| she=7t ROIX|A| sl= 34
SH7HEH R (denoising diffusion models, DDMs)” 222 £3ist A4 128t EX|
2l&e MEEY s580| dARl= § Hulo|lm EXIE §

RULCH34)

ClolEl E59| EXl= AtO|H SZ4nt 20| XM3Xt IE2EES| SHSE Qe M2
A0 U= 719 7oz Az EXME YMAIZICH 2023H 11280t 20243 28
=2 A40|C|ofQl 2iRl(Line)0l 2Fst U= 2iRI0LE M F 27 SAFR! H|0[H
227t i = 2ot 22! M ALEXE, H2iX H HlolH 2E § Y= ARZXF 128t
9,89474 & ot=2l AKXl 178t 2,675242] JHRIEHEI RERE A0 &

Ei=, CHEL QI=U|AIOlO= AMHIAE AMEot Y1 & 14 7,9008HHS| A
1 QUCE O Afziof| CHaf Y2 ME= HEX|E0| LIAMEH 2elofze| HotkS
b 2tQl FAIO] of 83%E Z1 U= &= HIo|He| 2t

“ 5
ol x2S OiZiE RS RTICL 0/F 0| MEIE UHlolHIt XI2S RXlSE Aoz YH=
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ﬂ|J_9 I J|9 L‘?
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Mo oo
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2rS o*ib}% éfﬁ._"
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B2i0| Qs B2 si7isel 2ol B JIY 2+ BAHO 2RI} Lojct
AEI0l ZoIck, 21el So| ZHME YAl LWL A0l T3t Ho|HBZALES S5t Alo]
13t 222 Bzo= o

H 342 St 26 Xz E= AolM o Lokt 220 C
Al o

33) Du, Andrew, Bo Chen, Tat—Jun Chin, Yee Wei Law, Michele Sasdelli Ramesh Rajasegaran, and Dilon
Campbell, “Physical adversarial attacks on an aerial imagery object detector” Paper presented at the
IEEE Winter Conference on Applications of Computer Vision (2022); Du, Andrew, Yee Wei Law, Michele
Sasdell, Bo Chen, Ken D Clarke, Michael S Brown, and Tat—Jun Chin, “Adversarial attacks against a
satellite—borne multispectral cloud detector” Digital Image Computing: Techniques and Applications (2022),

34) vanovska, Mariia and Vitomir Struc, “On the Vulnerability of Deepfake Detectors to Altacks Generated by
Denoising Diffusion Models"(2024).

Institute of International Studies, Seoul National University 19/21

220-506, Seoul National University, 1 Gwanak-ro, Gwanak-gu, Seoul, 08826 South Korea
Tel. +82-2-880-6311 Fax. +82-2-871-4115 E-mail. iis@snuiis.re.kr Web. www.snuiis.re.kr



INSTITUTE OF *‘I%[Hﬂﬂ FHEH AL Tel. 02-880-6311
INTERNATIONAL STUDIES Fax. 02-871-4115

SEOUL NATIONAL UNIVERSITY

O_%mo 7Igel 0] XIS clojele] SIUE BB ugol Al A2 T
s} 3t S5t 5t 7|AstE0l ARSI HloERt BHS @
A—— LH%J 40f 2 QIBAKS0| MASHE MZ2 EEIxo| FMe W5

Hlo|Ef 2tEet QIBXIs 7I=2l

= Io — ’
CHEE= A St Ol f EEol 27| W=olct o|EA USXls 7I=nt ##E o]
B= =TSt Cilst oot MESE XI&XHe=z LHA7|1 x=Z7ME0Z2 ZM7t &

U =

LA=l7] W20l =7t 2k ol2{et =MIE sHZESH| et Chfet 7 15 20| O|R0X|LL
RULY.

H FEUFE USKIs 7Iszt SHE olE =2 3 2| A

o E7f Zte] é’%*E X|gst7| WiZofl 2lSXls ol EXl= 218X|s 7I=0]ILt HlolEof

= P Sd2l 252z 0[0X|7|= sict. Ol=

2ISXISel 7|AtE0 2ot SIERI0 Xt

Hofl cHet = xittols @M= M2 2= H0|E ARE 2ot 2718 =XI=ZM AE
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2} =2710f| thgt Nvidia?t Advanced Micro Devices(AMD)2| QIZX|s & &8

= f— X2 LHFCE o238t AX™E Nvidia?l A100Z7t H100%E!, 2| AMDE

MI250%! S °._|-T'5X|% 2 1Ms To| 53 ZIHE SdliM 3:_#01| e Zd% La{eh &X|
2 o

s 7les a8z 7H“e*8H%*Ef.35)

O|ZH =&fet ¢IEXIs U0 A AUSK|s 7Ie LTut HHE Ciefet ZXet &
HE OlsHEARSR| 2] T7HX| Z2S2 =7t AHEE flet Chfer ZX|eF HAint Z&5H
She et EelolA °._|-'3XI% 7l=9 & €0l o2 disE He =7 S2HYS
iz o= AUCt OFd 7|a LT0| 2gE(X] (2 UEXls 7Ie H 28 HolH=2RH &
dok= 2Mle 7ls XAZE 2EHSK] B3 T1eS AESte RlRte] ALt ZRE o=0f
ot Hol2=z =7t A =AML=l SH & 2A7t ofLct. 7HY SRt A2, Jl= XiA2
L0l 7I== MEsk= elFel SH7t ofL2t 0] 7|eS Sl elF7h Tiget siss Yu

5 Stephen Nellis and Max A Cherney, “US curbs Al chip exports from Nvidia and AMD to some Middle
East countries.” ReuterdSeptember 1, 2023).
https://www.reuters.com/technology/us—restricts—exports—some—nvidia—chips—middle—east—countries—filing—2
023-08-30(@A4: 2023, 9.18)
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AU0{0F sh= Folot, 2fet MEM FUAELIE 2USKIS 7I=S JHEst
(] [m]

= AN
ARSI U= 7I™”0ILE Z7h= TlE AREel £HA =H & ofLlat MY U=, s
UE" 712 M8 X FHES MIXCE LIE £ Us & AN S F=alLvt
QIst CiAst ofx|2t ofo|C|E ZItXoz J2|1 ZHALE|Q] XN X[&XMo= 4t
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