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of ‘#&! A M2t 21 (Notice of Proposed Rulemaking, NPRM)'S 2HSID 78 37t
X 74 oA +8S TIAIC} CIRCIAE MUl AO|HOHE S} 8 Ao oy
Ol2t= =XE ®loiM, =R0QII2tet 2t AO|HOIE XA|2l S8 YXol2tn =& 4
QUCE O|=2| AO|HOIE HAl= AOIH At HE1E BZFESISID Y HEslelhe 5%t
HAIE S22t ot = 4 Uk
XI@7HX| O0|=2 Xeaell e QIHUES FF6HH, 758 24
521 St= 40| AUAUCEH 2Lt olz{st XIFVHK|Q] deFHolM Halsl= 250] &
Ml HO|7| ARBICE o€ =01, 22 S0 L1 U= E5| 4FR0M Li2e MER2 F
METEOAM EOICh MREHO| 'MEEAMI|E U MHIA ZZ2H(Information and
Communications Technology and Services (ICTS) Program)' 0| CHEZ{Q! of0|Ct, O] =2
o ol MAEOHE(Bureau of Industry and Security)2| ‘HEEAM7|E L AMHA A
(Office of Information and Communciations Technology and Services, OICTS) 0lA &
st ULt OICTSe| YF= O|=e| EH ICTS 727t 0|=0| =271t /&S 7Ietn U=
x| HRE ZAlst= AOo|Ch 2024 68 200l z/=9| z5ZAH0| WX=0l, tE[HIO|
HA ATEQ0N LU AO|HESQ ARl FHATHA F|(Kaspersky Lab, Inc.)e| O|=Z0|AS| &=
= Oj=2lol chet MEF2 ME[AL| ARZ0| SXI=|UCE AFBXIE2| TIHE Z|AsISH| $lsh
20244 9F 29Y7IX|Q| ROl|7[Z+E 3372 K|, SAlof 7HRlo|Lt RiZFsl HIo|E{2]
LEZ Mste & = CHE AR EE(vendors)Ol| Al 0|1H5tH7|E ZstA H&ske ATt
OICTSE 7|& RM22|(2024 Technology Prioritization)E HE S MIAlstz UCt
(OICTS 2024). 0| 7|& RMa%l= FNECH 0|=70] F7IEA 2FN 7|&2 2
Ae=z HOICh 2|11 0|2 FAMOo|LE F£Xte| il =717t JHYEe A= E?_'Eh ==}
7lEe| SEUNELt #EEMNE FolLid A0 EIct FIHES = JlesEs
HH QizZist 7|0t 0| E &H Esg Ao| HQICt, 7|=3aYUetH # OH—lﬂf I11|0|E1
£ st AO|H Q)7 SAlo &6t CHRO{X|

’8—'?——'?'—0| ICTS Z2OM2 ICT QmztL} AM7|&E2 wXlst7| flst MEE FM=1=2
EUZAUCE FMI7IXF SSYUC BOEte S, 528, 5= HiME F&otukt st
(Bureau of Industry and Security 2024), 12|12 =4 7I% 3 HO|R XM=, X2 E XIS
St AAHL iR A0 Al 28, S2IRE 7|8 2FE 0 242 HEx= MAI=| st
M7t =g 7ksdo| Ach

SRS XFHO|AME ofL|2l R XFHOIME HMHMS 2| AO|HIES| 7|&S L3t

oT
AlZ13, EXN=l H|7|2 HME(Controlled Unclassified Information, CU)QF &2 D125t He
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£ 2¢l 7l 32Y NolM ESstXt SICE15) 0| o 7HHE ZUYIE AtO|H
HOotM e BHEIOIX(Cybersecurity Maturity Model Certification, CMMC)7F ICHDoD CUI
Program 2024; Department of Defense Chief Information Officer 2024).16) CIE2HX|=
CIO|Ee| TIZEof 2l 7|2 A0 21 HASOHMEE g Hot fEESVEX| A EHA|
2 F8E0] QUC FHE AUXS2 YIEA] 0| &=sliof oict, a2|11 7| &0 +l5HE
7|20l 2fst Xt7| SH(self-attestation)0| OFL|2t HHEA| M3Xtof 2f5H F7HEtotoF Strt,
2|0 SARRS| 7|HE0| Ho FAEE HE + UEFE XHs| et XRE M3
St QUCE olz{st m|U¥=Z7t ERIE Hol= 24 S=20| EfRETA pizist ZHEI}
FEE ANAS0| JRU7| HRoIct, olE S0, 2011H2| Lockheed Martin Breach, 2012
HOo| BAE Systems Breach, 20202| SolarWinds Attack, 2018F2| U.S. Navy
Contractor Breach S0llAl= ClZist HEIt S220| EtgEH |R=& Hb UCH

20243 D|=22| AFO|HOIE EHAM|0f CHEH E11A(2024 Report on the Cybersecurity
Posture of the United States) =5t H|O|E{QtEet SZURtH | w0 thsh Hgste U
CHOffice of the National Cyber Director 2024). £E3| Z2ZUQtH7} 2023H= CHA 7HX|
M =2 " 4 30l SHRES HAlstn QUCt Jzin 352 02 SE6HX| &
SHZAZO7t UM, MI3Xtol| CHet 2|&0| =ZOEK| ULt w2t S5 &3
X, &2 o X2 UCL M2t AZEN EOotol| s ZXE st

M
MM LRSI S T QNS MIE U MHIA MAS 5 AmEQ ] Hot

Ix oM

sHAdvancing Software Security to Produce Safer Products and Services) O|C}, O|=
Aol oIt 22t =ZI(Promoting Secure by Design) %! SBOMs2| 0|&, m|z2| o+
273212 AH0o{(memory—safe programming languages) AFE Zz{0|Ct 0|2t &7 ‘HI0|H
Hot dl JHoIdE 250 st /& &2|(Managing Risks to Data Security and Privacy)’
£ ¢got=dl, etdstn SR8t HIO|Ee| =4 2t H72HE ehdstet At Z2fo|HAl &
3

Ple HE SXE Zefota ok Lot XMId 7I=el =0 FXE HEsiEAM a2
o [=5

|H

THQ ZFYQ| et SRS flet FVIE ¢ g€EHE AFste UCH HEME= HolE
o H

o
SEZUE7 UXfetL JAot= AMEE QAMSHH, tiX Zete| xHES &eista Ut

1B) ptEst P2 2 RS HE HEX[Z(Defense Federal Acquisiion Regulation Supplement, DFARS)ZF
Ct = 2| AfHA T Clole 2ot HE0| w2t SN CUEKHE 712 HE)E Ess| st &
A2 MEeit) cugh RIZsHX(RE 7|22 BEREX] 42 HEE o0|otH, MEet AUt ES6H0F ok=
Hlo[EfolCt O] HIO|E= AOIHESZS £ HAO| & £ 7| R0 MEet 2 XRX[7t ERSHTHNeational
Archives 2024).

16) ZFT2 NIST SP 800—171t= CI2CHRedspin 2023).
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S=it DI EE, EIE2| AHSSE EUCL. HAL AtHIS2] 20|§ BZAI7|7] flsi =Xt
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HE, 7, 7HE S Ltn ok
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0

K

&
Edo] SagAIS0l st 22t 27 AftSS 1 ULt sig FHEol| w2l 4F
NIST7t #Z&, ==, 2 At & 7[E} 710|=21QlE 2Hdsta, CISAZtH 7Ho|=2t2!
arofCt St shE sHAMEE 140282 2022 ‘O|=2 AIO|H HQF Z+EHH(Strengthening
American Cybersecurity Act of 2022)'2| 2|3|0Ae] ExtZ O|HFCt 12| 0|2Et &

7) 0|2 HHHAS 20} =2 AOIERZ CISS ZEsI2KFederal Register 2024),
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20240l S5YUEL OB R wXisk= SIS Aol s AHIES

ESt X7t MZ2™o= LtEMGCH SHAHEZ 14117(Executive Order on Preventing

Access to Americans’ Bulk Sensitive Personal Data and United States

Government—Related Data by Countries of Concern)2 H|0|E{QtE 2| XIR0|A 2ot
H dolgl E=27i{F 12|17 SsHMAOIEN gt AZS st JUct  WEHEA

14116(Amending Regulations Relating to the Safeguarding of Vessels, Harbors, Ports,
and Waterfront Facilities of the United States)2 &=At Mek 2l A 33|210]| CHSE SHY
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7€ A& eI 2019d7tX] FHg 4 Qoh 20190 L2 AHETH
13873(Securing the Information and Communications Technology and Services Supply
Chain)2 HCHA 2 M=ol 2et X|ZI0o|LE AHHE| SEEHL SHI=IAHL, AREZHLE
St= 7HRIS0l Qlsh AAI=I7ALL IHEEALE, MAEAL Sa5e EsStVes] IS, +
o™, Ax|, g2 &2 7HE XISt ol2fet FX|e| O|f & Sttrt a2t 70|
Lt MH[AO| 2lsH CO|Ef7} AR =[AHLL fIx, AN E= ™20| HMetE 4+~ U7| WZO0ICt,

SOl ofst FHTR ol2lol=, YHS SsHME HlolEloHEet BF YO0l
At gelozRE(o] B0l thfSIT UTh OIS S0f 20184 o HS ZTFY Hoky

(Federal Acquisition Supply Chain Security Act of 2018)'2 T2 2E
st7ls 3892 Esst7| fet 2 7K 2 Z2EES £E5t Ut FURFHEC
?3|(Federal Acquisition Security Council, FASC)S AMX|5tH, &im7Iet 25} HiX|2t
7ol HE, 7 & 27, FE 3f 59 JdE2 ez 1F AA(source)
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