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9 2021 Colo, Ch, 483,

0) Senate Bill 6: An Act Concerning Personal Data Privacy and Online Monitoring.

) Utah Code Ann. § 13-61-102.
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3) 83195 — Consumer Online Privacy Rights Act, 117th Congress (2021—2022).

14) S2499 — SAFE DATA Act 117th Congress (2021—2022).
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15) HR.8152 — American Data Privacy and Protection Act, 117th Congress (2021—2022).
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) the Children's Online Privacy Protection Act (COPPA) (15 U.S.C. §§6501—6506)
) the Health Insurance Portability and Accountabilty Act (HIPAA) (42 US.C. $1301 et seq.);
19) the Electronic Communications Privacy ACtECPA)18 US.C. §2510). O|= 2|3l= 0| #Ho| MPRE0IM HMEE
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A&, 2016, 122—125H B,

2) Microsoft Corp. v. United States (n re Warrant to Search a Certain E-Mail Account Controlled &
Maintained by Microsoft Corp.) (Microsoft 1), 829 F.3d 197 (2d Cir. 2016).

2) Clarifying Lawful Overseas Use of Data (CLOUD) Act, H.R 4943, 115th Cong. (2018). S XIS A0
ZlO[HAl ESH(18 US.C)Ol art. 27132 AMMSH Zio|ct,

Institute of International Studies, Seoul National University 7/29

220-506, Seoul National University, 1 Gwanak-ro, Gwanak-gu, Seoul, 08826 South Korea
Tel. +82-2-880-6311 Fax. +82-2-871-4115 E-mail. iis@snuiis.re.kr Web. www.snuiis.re.kr



INSTITUTE OF *‘I%[Hﬂﬂ FHEH AL Tel. 02-880-6311
INTERNATIONAL STUDIES Fax. 02-871-4115

SEOUL NATIONAL UNIVERSITY

stal=e| 7|Hol2t &X|2te EUAIRIS] THRIMEE X2lst= d<R0l= GDPRO| MEEICH

st REAILIS JHRIMEE XMB3=2E O|FY &+ U= ER= i3t ZCh M 1)
GDPR MI45(3)=01 ME MEd 2™E S8t 4d(0lst “MEd ZF0l2t §ioh), 2) &
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Olz YERE GDPRe =2| ol #HELH O Z=siCt,

o ol2fst %EEPQ WS 126t Y=, 2Lt S0| ol2igt RHS HSlet Ht

H?_"*EOI =2(0|Fu} 25 X1I242F_E L=l U=

nN

3) MI3ZEAPE, Recital 23

) O2N 71 RO 4218 2t ESXE o 2 g2 £010| Zestith

25) GDPR MI49Z&A[18H(a).

6) M24azx(el=0ll = XMBXtofel MEel Meh @ JHIEEFZAREA s, =2 Ao /U= =7t E=
XG9S ettt Olo ZChHHCIel HE|0|IE HSot= 7i2dl Lt 858t a&0 Tt I¥E:=
JHRIMES| B0 Eet M=E 7K1 e A=FCZAM HeIHEESEsHEICZ Hote =S Mt
Ct. olal o] =0 SsiCholl U= AMBXRHIHRICIO0IE 2] FZoll thstod 0] &2l wgoll 2lei THRIZEF S
ARAXIZE F[Gt040F g =X[ofl MYGlE =XIE ASHo=Z F6h| ot TRt oz M HRINEE S
SIHEC2 Hoke 7IE0 MESt MMES Moot s X2 HMQISTt 016t 0 =OIM SYSHEHAIA! 712!
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3-3. O|IH SXIJ(Z7IEMZL)
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=2 1994101 Holl AZAZU=0 43 = SFUT(Golden Shield) A|AHIS EUF

= 4
SZ2M Ezfmo| FLHFUN ZR|FES SHlotAl E=htE, 0] AARIE MAOA 71 &
ot MHEHO 2 X T 0|2H} ‘2| ZHA (Great Firewal) 22 £2|2LC} 0|20 &
=2| JHQIFEO| HARI0|TE Hgtst= S FTISt 1t ULt 2{A|0F HA| 2013H HE
NSAZZ 0|F, ot Q&2 oMY E= AEHERT J7|¥S0| 2{Al0F o249 H[o|EIE
2{A[O} FHRte| MHOf| ERoI=E St= YHS S5

i “CIX|2 =H(digital sovereignty)’S
Z3t5toF & AS QTSI T, 20143 78 21 BHA|OIRIES| JHQIMEE 2{Alof HEf
xbShe

AE Yol MISH S SAISH B IHEOI0| SHHEIACE2) CR0| HlolEfHl0|A0| 2

HOIEIE MSske B<0l=, Ak Al 2t 301 e dLE Melstka, 0j2] =0l U= HMBKole] MS

S oIxsl Zixlo] Holo| SolE lojofet BiC), 0 A0l B FAS MESIA| ojLIsi,
2 HR3Z(MIBXIHIEEl Mgh @ ZHRIHEFEARIX =, TE 2F 39| ol oiLof siigsl= 4*E Melsta, o]
EI =019 Zels | tui= JHRIGI0IHE HMBA0H MESSHHAM= OfLIEIC,

. H3>oll 27Et F2
2 Algte| MY Ay = RAMe| HSE 95l LRIl U= HREM, 2219 S P= Zi0|
i |
3. 35749 g = ol 2T |2 IS Sl £33 WRIt U= HRKEM, 2219 s
A= Z40| _I_E-I‘OI‘ IIH
4. I RUXX|SH| F= O SES W2 Xt HYyo| Mt AIRE *E’ﬁOI‘: 1"0“ tisto] &
g LRIt U °"‘ %’-rﬂkl 20lo| FoIE AZoZN Yol AFRL ol XIESE & a7t U= i
8 O|= 7|& 2006E9| x[1525 H2tH(Federal Law No, 152 “n Personal Data’)2 i1 &St 7oz Mpp425 SehH
(Federal Law No. 242)0|LCt,
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Xt= dIo[EfMIEIS] S2|X /XIE 3705t0{0F SITH29) 0| etz 22t EAIEE=

Roscomnadzor(HE} S41 2= 7|2l SMe|AE HEO| 7|XHx/H Offo|Lt OtSEE

St RALHA FZEICH30) o] Holl 2lstH QIE{Hl 0|8XIE 7te| = wmeio|Lt REE of

N/28sk= el = Hel2 24, MH, o|0|X|, A2 § FEo| EFE &0l 2= F
A

S 2{Alot HEOIM 67HEZH HASI0{0F SiCt 3
4, JHIEE =2| ol i ¥H

A

]

4-1, ©iolE| FHE HoIHeo|

kl

olojE =2 ClO|E{of Chet 2k & e 2fES Sl deizl2=z SX[F2lof 7|8

of oiglo| HAAIZE= CIOIE Q] 22X AXHol wat FH2tE 5ol gict. 24 Xi= ol o
.|

r

O|IHMIE] S5 T HAUEEE A= UolM 2|5k 82 =T JHIEES| B9 H
= gEdol AoME 24 2H7F 2 Ao| glth. BE= =71E UElE 45 71E0]
O(Viotti & Kauppi, 1993) XHAle| HE LHO| AXfer FEIF X=Ze| EX 7|&0l| &X|=X]

o7l 2 B2 TS SRS 4 U= HetE A= 2L ARKEXEE Z2lof Cl|ofE ME]

= 71 A= JHIEEE =2/0lM 2|5k dF HIolH IS flet gl &
o] 2xlE & Uct. HAZL9| =2|H AX|= shelof Ut SX|2t= shE AFEAZE Lot
U AMHXIR! AR(ZU7I™FR! 717127t M =2 HI0]E MES OlUHENN 2Esh=
42 3) JHUEEXMZXof chet QI getg 7|#te= HolEol gt Tdol ol Hx 7t
s =+ USLf, 0] HA| O|=2 MSAIAOIM EX Fafet 42 ofLct. £3| =2l JHel
ZEE Xelote AIEAZE 2/=01 HIoIHAHE F1 2/=0A tettl= Z2lo| JHIEEE
Xelots AZAIEXIR!I BR(RM F2/HO0|AS &) 2Fd| XfFe ZHozt olEe d

0

<, Hel T A2 ol QEsIT
0|25t CIOIE{Ol CHEH Z Aldo] of2{2e I=sty| st 9E SoIM tHEMC= Y
EfSH 2IAl0] ‘Helxig olct EU 2 QIR0 Wilish= tIolE 25 SEe2RH Eiéf

| flet &2 HAHUSE2Z, EU H2|9| H|0JE] X2Z|ol= MEE 4 U= GDPR M3=

9 Federal Amendments to Certain Legislative Acts of the Russian Federation, art, 2.2,

0 Max Smolaks, Russian Government Wil Force Companies to Store Citizen Data Locally, TECHWEEKEURO
PE (July 4, 2014, 17:22), http://www.techweekeurope.co.uk/news/russian—government—will—-forcecompanies
—store—citizen—data—locally—148560.

3N Federal Law of May 5, 2014, art. 1.1; see also Russia’ Parliament Prepares New “Anti—Terrorist” Laws for Interne
t, GLOBAL VOICES (Jan. 16, 2014, 5:51 GMT), http://advocacy.globalvoicesonline.org/2014/01/16/russias—p
arliament—prepares—new—anti—terrorist—laws—for—internet—censorship—putin/ (2024.8.29. Z&E191)
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EXN Helof| &5t #H(GDPR MI3Z)1t M3Z2Z O|XE= JHIHEE ES55k= 7H
O|™ HMI8t H#&(GDPR M5ZEH0|Ct,

ro
0
HT

GDPRO| X|& HQIZ FHEID QU= MIZH 180 |sr DPRO| H82 R
W MEFHO| ClolEIS Malste B HIOlEl M2l7t KBS LHolA 0IZ0jXI=X| of%
ol 71210] FBEICE 0]FO| HQIHE ROl QI BEXIZ(DPD)O| EU 2JR0lA

HMel=AL MEE JHeI™E el S5t ESE MESHK| £sich= 227 JURD,33)
0|2 Qls EU =0l MEE Xt JHQI™EE XM2|of thet ¥ MES CiR= w2lo] HEH
Z10|c}, Ol= X GDPR MI3ZE(2)0f & =|RUCt FMI3Z=(2)(a)0ll w2t GDPRZ 'FE g W
HEFAOf st th7t X g 22t 2AIGI0] &8 = AH|AL MBSt HAHE 42 RE
ol MEE|X] 42 HI0|E FAEE2(3Y E= 0| ZZAMIA30) o HI0o|E XMz[of ME
|, M3=(2)(b)oll w2t FEEE L HEFHQ| s ZLEZD A5t FE AT A
2E|X| 2 ZEEY U ZZAM|Me| X2| 52 1

ot MESEC.

o
oo
ofn
o
30
o
re
ol
=
2
x
m 18
0=
Ol
rir

Ol2{et GDPRE| X9 HY #¥2 M MAXe=RE JES 0|xX|A Ect o] 782 EU
IE 27 Hie| to|el XMz|oE MEE2E XN3Z0|A 0|28t Mzl Hoists ARt
otL|2t aliid =7t XM= YEet o|FE Rutot| EICh 01218 EU 7HRIFE ESHo| A2
HE k= IE SHE Zdloto] M3=ntel S=0| WM o UCHRyngaert and Taylor,
2020).

CESH LH=21o] JHOIH Ol CHSHo] SHRIAHXIZE 22| - XHi=EE 7HX= B9 1 Z-lO|
S0[5tX| LTt matA 028t HelMEo| AeM SHEHE 2ldl, & SHIAHXI st A&
& SHE Qs I CHE|QIM=T =EU=IRUCHASH,2019). GDPR HM27x X122 3=

2510]l wat Hlo|Ef &M2lof GDPRO| MBE/= EU AIIEO| St ZES2 2 XMalxiolA| 2
S L H2I0IS UHBI=E @TEIOZM 0150 MUS ststnxt SiUC thalQl X|
He izt ZES2 U MKt CDPRS F45HK| 92 A MEZAe| 25 £%0| X

St=lX|] =% 25t 55| oS0 tiet Tdis EOolskAl str7| s et Zdolct
o

(Millard and Kamarinou, 2020). [t2tA CHE|Q! X2 H|(FE)EU HIO|E ZHEEZSZ 2 X2

32) EDPB, ‘Guidelines 3/2018 on the territorial scope of the GDPR (Article 3), Version 2.0° (12 November
2019), at 10

33) European Commission, ‘Communication from the Commission to the European Parliament, the Council, the
European Economic and Social Committee and the Committee of the Regions, Safeguarding Privacy in a
Connected World—A European Data Protection Framework for the 2ist Century’, COM(R2012) 9/3, 25
January 2012, at 1011,

4) A data controller determines the purposes and means of processing personal data. See Article 4(7)
GDPR,

5) A data processor processes personal data on behalf of the data controller. See Article 4(8) GDPR.
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235(2] 0|22 22 XFEIA 0| 2ot 9“'.9|’51% @ﬁl% =S5t Xt St 0|=2| Foreign
Intelligence Surveillance Act M|702%(0|3} FISA 702)36)= 0O|= HMHE7|2t0| 27|t ¢
ol CHet sHRlEEE st B4 o+ ULS St= 528 EH HetE ndstn
e, olo ZHstH &
provider) 0|7 HEE QA 4 UL AA HAZSH CLOUD Act= "0|=22| EAMH|AKNIE
XE0| ER Ee 2ot Uz S4UE, E2iT ololH, 7HUXt ZE Sofl s o= &

S0l Al diolE7t MEE X0 A0l HE RS & + UA=E st UCh

QIst "MAISAMH|AK|ZXHelectronic communication service

4-2. ‘Y8 mMI2(zero risk)'}t AHZI EalRE(sovereign cloud)
1) ‘A& 7[HFollM ‘S MZ2'=

EU-0/= 7 Z20|HA| HE(Privacy ShieldE 5= oh= 2020 782l CJEUS]
Schrems I 23 0|%, EU2| DPA= GDPR H|5&nt #t#Hste] "{@l XM|Z(zero risk)' 0|22
H™A|IZ ZHCH 2020F 118 11Y, EDPBE #+&! =
HZE(EEG) HOA'S YHIICLSN ofof 2lstH HI0|EE O|Xsh= OI0|E ZEZ2{0A|
EU HEOIM 2Fatet Zdat E HE AlAHO| ZeSHK] 2=
Q= MRIIZ0| FE JHIHE dMAS £ U= ZE RS WMHGIEE 276 A

O|ct.

= > n
A e et XIEe 'RE 2+

AN
% RIX -lOE =2l IQ- OfIII‘_l

2) EUZ7I2| ‘¢& MIE T2al'o| EHM

2—1) 74

S|

|_L
- [—

op

) FISA 700 D2 FE 7[E0| =7t ofe 9I0l Chet sfel HE MRS SEstn
ZR% He 47 Hete 7Est Z20ich

7) EDPB on November 11, 2020 entitled: “Recommendations 02/2020 on the European Essential Guarantees
for surveilance measures” (EEG Recommendations). The objective of these Recommendations is to
provide data exporters with a guide, based on the two European Courts’ jurisprudence, in order to
determine whether foreign countries surveillance laws meet the European human rights requirements and
could therefore be considered as offering an “essentially equivalent protection”.
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EU 7HQIEE 2ol chal o2 0|9|E HM7[stUCh= Al2fel 2% 0" & 2|4 O]
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Z2tA DPA?QI CNIL(Commission nationale de linformatique et des libertés)2 O|=H&
27t 23 do|gof SHAMc=E TS $0| MZ0| 747t Aok
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k= s uag o
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38 9 2= hitps://www.microsoft.com/en—us/trust—center/privacy/european—data—boundary—eudb;

https: //blogs.microsoft.com/eupolicy/2024/01/11/microsoft—cloud—european—data—boundary (2024.4.30.

Z|ZER)

hitps://press.aboutamazon.com/2023/10/amazon—web—services—to—launch—aws—european—sovereign—cloud

(2024.4.30. zIBE0))

40) 51
https://press.aboutamazon.com/2023/10/amazon—web—services—to—launch—aws—european—sovereign—cloud
(2024.4.30. z=|IEER)

41)

39

https://cloud.google.com/blog/products/identity—security/announcing—google—clouds—new—digital—sovereignty
—explorer?hi=en (2024.4.30. =|&301)

https://www.oracle.com/cloud/eu—sovereign—cloud/ (2024.4.30, ZIEE01)
https://newsroom.tiktok.com/en—ie/project—clover—ireland (2024.4.30. %|&2&9])

Article 48 GDPR. Transfers or disclosures not authorised by Union law(REHE BHEZ &01ZX| 22 H
Hol oI = ME : HEEZ E= XeX0lA JiIIEE 01 E= SIHE 2+l AMB3=e HE =
AEAo| T 9l oY =0 A™2 0| ol [WE CE 0™ 27HE Elelohk| il @¥ok= M=t |

Botst o 5|2 2I0) WE B9 ASUSKIYE 50| 2| B 2osts ZR0Rt ofE WaoRE

42
43
44
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HlOo|E =X|=tet O|= CSP2| {0ilM Agset 'AHE S2RE’ &R HUC=E SESIK| &
Ct= UES FeHE QUCH 2021 5& 270 HHE 15 s I AFE 26 0= Y
t

=7 AR 2t oFAMOIM CNILS ChSat Z0] BAIHeZ st H

ol

=

r

"HIOIE O] Oi5et ZAIG0l Ol= 7|l 2fsh oj= FE ghoil I1 Iet dlojEjoll= Ol=
HE0| MEECh M2tA O|ZYR7E ZAM MYE HAUEL I &+ U= A=o]

ULt of2fet MZ2 =M ®efol 2713HK| 2 82, GDPR M48=E ¢ltto| WE FE
3710l sigfetrt. ol21gt M2tolAf, CNIL2 Ol= F&7t 0| Ho|Eol| SNz HMAS

A= &2 HM7AsHoF Bt Azhetrt4s)

4

H<0| CNIL2 Microsofte| Z&tA “Z4Zt H|0|E| 3{E(French Health Data Hub)"2| Ol
O|E] SAEID ZHSPA ZZAX|THEHRI(French Supreme Administrative Court,
Conseil d'Etat)ol AlIFE Atzi0ll 7Hist vF AUCH “74Z HI0|E] 5{E"= 20190 THSO0{ T
nEAS BF EUELE, O X|ES ¢l 7 HI0|EE IRSI=E UHSORCE aiF
EMES 20203 48 15Y Microsoftet SAE A2 &|Z3HCt. MicrosoftZ7t MH|A
20 A 215 5 At 2F Alls £Fcke RYe MHIA MSYEAMA7] WZOolch 1
Lt siiE DIO|E{7} DI=ZFR0l 2o 22 #o| JeE= siF AUsS FE3f st AS
O M7|=R CNIL2 2020 1080l &4He| FEE F&ok= LTI B0 C=2at &
2 AME HIEsIHLC
“Microsoft= FISA2F EO 1233340)2| MZS 2ot EUOIA 2|2l MEE HIo/HE A
g A2 27She 0= 7120 552 ol ok m2kAM CNILZ2 FISA 702 E=
O 123330f| w2t o|= =R 7|20| Microsoftof| Al &st= 22 GDPR M|48Z&0| 2t EU
2 fEtst 28 SHE =0 X0F SHTE"47)

Ol&= CNILO| 0|2 MEo| HZ ¥ GDPR 480N 2X|6t= BIHZE A& (0]
Of eiCt= &S 1435t= Aozt & £ UCh

& CHE ARIZE, 2021H 78 23Y CNILE2 27420 Metg EUW AREZXI7t Covid 21&

ME XMEES J=Z 5h= "TOUSANTICOVID' 20| GDPRE &46t=2 ZRSH =X|E

o

ob>

OH

m

IE

ﬂ

5 CNIL calls for changes in the use of US collaborative tools for higher education and research, 27 May
2 0 2 1 .
https://www.cnil fr/fr/la—cnil—appelle—evolutions—dans—utilisation—outils—collaboratifs—etatsuniens—enseignement
wsuperieur—recherche.(2024.4.30. £|&3101)

46) Executive Order 12333 United States Intelligence Activities Avaibke at
https://dpcld.defense.gov/Portals/49/Documents/Civil/eo—12333—2008.pdf (2024.8.27. &fQ1)

7) CNIL, Mémoire en Observations, Conseil d’Etat, Referé L, 521-2 CJA, 8 Oct. 2020, p. 9.
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o
A, CNILE 2023F 98 3¥Y, XMEH(Ministry of Sports)0ll= TIZISHK| 242 A= C|0[H

XMElE M= EU H2l9| HIRE HEOf tst= 22t HiojEf 255 =& - QU

= E2RE ARY £R62 AEE WS HISt dE UCt49)

2Lt A2 CNILE 20243 1€ 31 22l chy|ol ' ME Z2Z ! (Plateforme des
données de santé, O[5t “GIP PDS")2| 74 H[0|E M2|E <lsH 0|= S2R= AMH|A K|
X1 MicrosoftE &916H= Z{o=Z Ot 2|3ict. 11 0|SZ GIP PDSQ| 7|&aX™ 715X @F

Z0| Relote A8 MHIAE MSE £+ U= AM7E & FEE 2 (sovereign
solution)2 MIZ&t 2= QU= CH2 7|0| 17| mj=20|ct Z2A M HOEY(French National
Agency for Information Systems Security, 0|3t "ANSSI“)0|A] &3St SecNumCloud 710
EEIRISNDS)0| BAIE 2 RE HES M2 o MHSt +Fo| HSE MESsk= A
HIA MSHAME xEHsHOF ST O2{Lt 0|2{st 7|&2 &Fdk= A= A8 gA[7F EXY
SHX| 40t A= SHRIPAM(MS)E ol a0l AU Zolct, T2t 2IXe=z == Xt

=7|He29| 0|XZ sl 3T 0|2{Tt sHAYHC] SAES 51&0HUCE.50)
2-3) ¢

=Y GA| ZHACEZ OfL|L} H|XSt AEZ F et QUCt 2022@ 118 25Y, =Y

HI0|E 2% 3|2|(German Data Protection Conference, 0|5} “DSK”2} StChH= Microsoft

36501 Cist HItE YUHSIHA "Microsoft= AH2fA HLASH SIHE & &~ U= HEIE E

FtH, 0218t BIHE Al&E ZSR GDPR M48Z=0] HAIE @7 AtSo| £&6tX| <A 2
A

2= oHSNT AE6IACE =Y DPA= 0218t X0l thHe
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>
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o
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48)  EDPB, 2022 Coordinated Enforcement Action, Use of cloud—based services by the public sector, 17
January 2023, p. 25.

49) CNIL, Deliberation No. 2023—084 of 7 September 2023 on a draft decree relating to the organisation and

operation of the national platiorm for combating competition manipulation, section D.

Deliberation no, 2023-146 of 21 December 2023 authorising the “Plateforme des données de santé”

public interest grouping to implement automated processing of personal data for the purpose of creating

a data warehouse in the field of health, called “EMC2". (Request for authorisation no. 2229962v1),

published on 31 January 2024. O[0f CHGI] T&A ZLf SR ZZYMIS2 “JI&F 22 Microsoftol] =

Hote MHIAE NBSE £ = |8 Z2RE AP Sick= CNILS F7iol SAIMe2 09/ X7[ st

‘mEAO CIX|H FHEQ| 0|22 CNILY A™E Mis & A2 Uxs| st 2210 Y 252 Al

ESE g

51) https://datenschutzkonferenz—online.de/media/dsklb/2022 24 11 festlegung MS365 zusammenfassung.paf
(2024.8.30. zIEE))
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, SIEA0lA O et THES W2 Atele QUC LR 20213 128 1Y H|AH}
ol S R(Wiesbaden Administrative Court)2 "HIO|E{7t AMZ EU 2|2 O|ME|=X|
O£t ZHAIglo] 7|2 o|= (8t 7| &2 MS3YNHE A5t HI0|EE & =
ZE W bt ot & HES "ANE l0|E =2 0|T'0| A3
= HIolX| 42 Ao|Ct, 0] ZF522 H|0|E AIXP7} HIEU Y= SAIXQI @3S gt
EU 92|2 0|HstX| eir{ete '0|&'0| YAstCtn 7St Ao|ch 'HA2 "d
O|E{7t Akamai AMHOIA X2|=|7| 20 XM3=2=2| H|o|E O|Jt | “éé*g._ﬂif"_n_’_ Tt
=0, 0l= thes| "0iI= 7|2l
Mgg 97| mE'ol2tn Eest Aol
HiFl-B|2EH23F ZIZXEN(Baden—Wiirttemberg  Chamber  of  Public
Procurement)e= 20223 7& 130i| H|XEH AURS MESH bE AT} HIH-RI2HH =233
SIIEHFZ 7| Y Al4e| Al SEE2 ot YEES TR AWSe| &
XtE|AtRt S AELERAQ! "PM'0| UEZHCE AWSTL RIUE| MEZ|RAOL} HEH-H| = Bl
233 ZZXEFEE2 20223 78 ZHOIA "M MIZ0AM JHAIFEHN B2 =X HE
ot ZA|g10] M3=0IM 2 o~ U= S0 HIFET HEE U= R0z =7t 2t
o|dez FFsHof stct'n sHH
HI5IU=X| R = oEtglo] 7

sHEgEtt = Zo|ot.

sete| AcMZS FEst ok & JHUEE |

AN AW
HoIXME o TS 7isATto 2 GDPR2| “O|Z(transfer)”of|

2

o2t 02 HES ME2 Be= 7| S 0|R5H= OO Z = O|0|E 22| "0|™'ez 7t
Zot Zo|ct, TJ2{Lt HIH-H2HH =235 DPA= 0| ZF0| "HEOZ O|AMARCY' D T
5t BHM Ef=E F6t¥ 1,59 4:‘# 20223 9™ 720f FIEAZ0| SAHR(Karlsruhe

Court of Appeal)dilA{ 0] EEOI &R

o

4-3. '?iE mN= LA 9| oA
UM HESH Hiet R HMO| DPAE 2 7H GIOIH 0150 tH5to] '9IF M2 T2
Alg FTIsID Qe HOE HOICh £3| CSP7L /2 710l A2 o= Feol | ey
z S FXITA sl HOE =OoICk, JeiLt EDPBE

Al
&240'0| 292 oJnlsH=x] BEfs| MR Rotm

52)  htips://rewis.io/urteile/urteil/2ti—01—12—2021—6—1-73821wi/ (2024.8.27 & 35101)
53 hitps://www.baden—wuerttemberg,datenschutz,de/stellungnahme—zum—beschluss—der—vergabekammer—ow,
(2024.8.27 =|=3101)
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ol 'CIX|2 AT '3 702l 8= BHA ZHHIM i1 =2 20{0|2 EE
HIH S22 =alist £ QCHChristakis, 2020). H¥E EDPB= "EEA0]| |11|O|E1E XZESt
= H|(FE)EU CSPE AtSE M 2|= ME7|20| K8 JHI™E e f&d'o| Uck= 7+

=
Mol 275l “EEA FTH Z2RE 22N ZF2(compliant EEA—sovereign cloud
solutions)"& H|2tst U= A Z EQICt J2{Lt EUN| 2AIE & CSPE Sdi HIO|HE
Aot 490 ORRIXIZ 2= HRe E2 ”o| 25 MAH== A2 OfLCh

1) diolel =X|&te] EXIH

1—-1) 712t} ZatO|HA| H|EISHE

HiolE =X|2t M2 A= AEHO] CHel BESoz O|=ut 22 =9l 7|2l &
AMZRE XtRet AHE =EsiHE Ao etez =243} ULt & 20=2] ZAo)
ot 22, Hloje 2eF 5o &EM M2t oot 2Lt L™=t LHOIM HI0[HE MF
siiok k= 2fF2 Qlah siE dIoIE{7t HIOIHE siiZstas "HEXIS0iHE 23512 &412
Chefol 2 4= Uck= & mi=ofl HiolEfoll THE HHE =g = UCHERE.2017). 7=
OZ o =X|gt 0| 2= ZAZSS YXIFE 4+ U7l tstod=, XIEet 4
ol ==5/0f Y= 22E 7|8l 22tMH|A0) 0|X|X| Zote +&2| =L EOWHI*

==
g'ﬂ

Hloé Il

SEORMN Ao = H|0|EIE S| 2ok F st HOMMX|Z 018 EsstH T A=st
Ci7t of 2 28l k2| 2 227t Jqcks A= A}CHChander & Le, 2014). ESH 2t
HAZEO{(malware)?| AFZ2 HIO|EIE =ZX|St2 atg U= &EQ| ZX7t otLct,
st olole =XI3te| Bt F2| stLivt 2l=e| HAIMARRE HojLizi= Zo|2tH,
Atel HI0|H =ZX|st= 2l=2| ZAIE O S0lotH & 4 ch= sz XM7|ECt 7ol 2
2H MH|AT} Ot 22 MH|AE AISSHEE ZHMECZMN HOt XX|7} oFst SIAE MEY
g BE0| OIX|A| =t 2RMo2 ZI2YH MHlAs M MAXSE X|gst ddE 740
UL, X|°EU\1H|A_ 218t 22 720 7|Yol H|E i £35| ol =2X|st 270 &
oI5t7| Qs o =S Hotg MEE eIt Al EHoth olFE=

A= ool ZAof Fefs & 4 ol SiCHAnupam Chander &
Uyén P. L&, 2015). 8t EX X|oll HF5H= OIRIEOI HEE I X0 LRSS
SiCtH £ 27120150 ZAIE o 0[6H HEE 4 JUEE siFE=2 =29 HEREH

—/ O
2 E0F= ZaE =g = UCHOIE  “Jackpot” —E—Iﬂﬂf S},

Jl°|'

-

ol
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Xl Tt Faolztn H7| ofECKDaniel Castro, 2013) HIO|El =X|&t M= 2] X|H
ol A= 042 AtHoll LIO|EIE EAAZ 7|51E HAAZICE O[2{8t < 2I0lA St2ol =2
O4Z! OI0|El= “Jackpot’E FEAIZIH HZE[Q| O|4XQl CHa0| E = UCh UF HFH
7t=0ll 2ot HI0|E=X|gte SREMHIAXNISXIZE QlEUIS] E4AHE Qs &
ZM MAX #22 At(sharding)zt HH=3Hobfuscation)2 25 WS A=Ctn
tCHPatrick S. Ryan et al 2013). AF(sharding)2 & M|A|I2| AMHO|A H|O|E
| 12 IO Hatst= Z2MAZ, H0|EIE ZE5H7|0| S85 2tz
|ZH JH7HRIS XHAIESH o SE6HKl= SiCt 26l JHRIFE/HOLS st JH&E
H2 ZE OO|E7t oF EAN HEZ MEEX| ZEE, E-SAESS AlY|

o
IS StEl MH|AS| MAMTE ALES ME{st= Zd0|CHDharmakumar, 2013).
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iz
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ol
folr

1-2) H{R)ZH™ Zut

ot ool =XIsk= dMA 1t SHOIME OCkK] 23-&0[2tn & 4 ik oo
X3t 2X= 5 A= XFGEH 2d3E flot S7IREH0| E & Aok 2Lt HolE =
X2tz 7|70t slle] 7[8te] 23 =28 MHIAS 7[Htez xS 583 X X5
ez U Sdlof| Feks o7tk ettt HepEel FE Jls ARLUFAoMM Het
(Brasscom, the Brazilian Association of Information Technology and Communication
Companies)2 CIO|E] =X|3t 2F= “QlHUe] MASH ABoE Qo YUXI2E HEoln
SitlotH M3 & & =712l s™oll &42 7IXAl 2 AWol2ta &S b AUCHMari,
2013). 1540l Hio|E =X|3k= ‘HI& F23t SHOIM 2 Fak2 XA &
Ct &= dlole =X|st2 Qla XM AR El= Chet 22E MH[ATE X LHO|
Z2tE #5578 Aozt J|thie £~ Ut 2Lt EF X[Ho| 2EHMHE FEdh=
O] HIANMXMO|H o &gt A7t Bt SHoHAnupam Chander & Uyén P. Lé, 2015).
HIolE ME= 21 &2 HOtE FX[5h= 49 HIE0| B0l =0t HelE2 MEHT0A

HO|HMEE F&sk=0l 71 HI% I7i2k= A+ Ut 22tziof| HiojE dHE A=
m}

=

il
in}
I_

o o

>\I

.l

=2{9| H|E0| =Ct. HloJEf MEf 2 Al TSt ol AX|et 7[EL HIE2 = Qe B2 XIE
0] Akl=0|, HdXoz iE HalHo|AM= 952 &, AaloiAM= 712 =&, 0|0
= 512F Z2{o|ct. olzfet HIE2| ELX|= F= 7| 2. HI0lH HE| F=0| ERet
PN

XHIE £U5H=H BOEl= MZ 52| xt0|2 218t Zd0|CHFROST & SULLIVAN, 2012).
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= &EHIE2| 422| 30| of{X| HIE0|22 2lZiH| H|S0| =X| E2H Z= Ho|H A
D& 1= O|H|SICHDINES, 2011). 2013 H|0|E| ME| IF T X|40f MEH, S,
. &=, Q=dIAof el & EatE2 HolE MEE 2Fsks ol U 7+ et

=710l siigECt.54
HiolE =X|=tof hHE ZXMA HISwEt OfL|2t
Ct= EW HeHHOo|T). HiolEMHE 2
AREO 2lsf LE=/0 ALt 0| 2F5H7| ¢ =
T2 7| HIE2 tEE XEM0|H, I thE=E2 MH7t
A gRI, @z AA" M R ME S5 Xl 222 S5 EM=RH Y0
(FROST & SULLIVAN,2012). W2t 2&=AIE Hlo|E =X|3t #E2| #allkt= 23512 M
et EHIE Jgots 2=l 22Y AN ATt UL Halao| R0 2353 4
L0 MHZHIAIESE X|bist A7| 20l =2 ZH|Gx= ol2{et tIo|E=X|=t #8
C2HH SES ¥
T2 MY
&

O| AH|XIO|EZ2

=}
=
i=)

I

[m]

JCkHX| 2X| 4ot Heh
2701 S5tCt HIojE A

=/t2 =t o

9|

ol
0
)]
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N
< M
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Ir
M o N
N

rol
ro
T

|0

FHHXE S7IAIE o= Urt ACk7t At BiojEE2 HEH olHX|
S olUX| 22|=0 HEL FEHS ECh M2t o &2 7H4s XISt
MOl msh2t /5|1 ol A2z olo] £

=5t Mz 220 stAz ==st 4~ QICHAnupam Chander & Uyén P, Lé, 2015).

M o
-

IS O 1A 2SACE W2kA H|0|E=X|=t

St =4 == Z2E ZelistA| =t 0|z et 22 HUMSICE Ozt AN =X Y

o
ota| of7} @&} OFC|(Ali Aghamohammadi)7t MIAISH HEQF Z+0| 02+ QIE{Lllof CHEH ZAIK

54) CUSHMAN & WAKEFIELD, DATA CENTRE RISK INDEX (2013), http://www,cushmanwakefield.com/~/media/gl
obal-reports/data—centre—risk—index—2013.pdl. at 7. 2 H7= 307 =712 thaez HIZXOI Holg Al
Bl 2g0 g2 nlXl= figelol et 242 7IBte= ot QlCh

55) Press Release, Gartner, Gartner Says Worldwide Server Shipments Market Grew 1.3 Percent in the
Second Quarter of 2014 While Revenue Increased 2.8 Percent (Aug. 27, 2014), available at
hitp://www.gartner.com/newsroom/id/2833020 (noting that US multinational HP, IBM, Dell, Oracle, and
Cisco together make up about 76.4 percent of the server market share during the second quarter of
2014),

56) Brazil Data Center Power Supplies Market Size Report by Frost & Sulivan, INFOTECH LEAD (Dec. 12,
2013).
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Vietnam, Yahoo! &= =7t2| ZAIMAIRIL] 2SS TI5H| fI5t0] A
ZAFS Bt bt QUCEE0)

I
x
S
/IS
>
Hi
T o0R
i Hm
iz
=2 i
o T10
N
|.|'|
o
n

0
T
1%
2
i
2
Q'E
rir

OOt Hioly =ZX|=te] 71 2 {2 SX=71S0| 2o tigt SME &&sk= A
o|ct. A7zl =71=50] =xHAAo| 2t 2o SME HITE o, SM=7ts A3
=7t= HAl Hlo|E] ZX|2kE flsh =25t AE AUEY &+ Ut XwFel =717t
Ol SHIE d=tot7| #la 2t 712! 82 Hl H Ate] EHAE OlRE S
g o UCHH =X =7t= otEs| O22AH &
2015). HIO|E{7} 2IR2 Lh= AE RiEstn
¢t OOl =X|gks HAl & HdES ?let 2mlE MSE22MN FRO| HojH SHMES

C

o2 A3, Zst A2 £ JcHAnupam Chander & Uyén P. Lé, 2015).

s, HE
UCHANupam Chander & Uyén P. L§g,
Q= HOHE deUl= 7Is2z 2

02

m||'| ‘i> |-|I

2) shel EHo| = 7k5d : EE™ HZ("Direct” Access)

oL 2z B220| Exet HIojEo Hdshk= A Wi =2 Hei= 0Bl theh 2
O

FZo|ct. OECDO| ol5te A1 T2 HB7Io| 7IYUS BiziolA Hole M3g 235t

x| 4T BIZH QIR BREt COIEIS §7| It A L2t MBS Lot AN
o ZE F0| DIzt WK MR lo|El] TSl AKIS UX| R3OS S
NE M 9 AW, 2us HE BE Eb P2 Ssf ol2s RS S¢S 4 Uct

7) Christopher Rhoads & Farnaz Fassihi, Iran Vows to Unplug Internet, WALL ST. J., May 28-9, 2011, at Al,

available at http:// www.wsj.comy/articles/SB10001424052748704889404576277391449002016,

8) Jilian C. York, Is Iran” Halal Internet Possible?, ALJAZEERA (Oct. 2, 2012, 08:18),

9) Government Blocks Google and Gmail, While Promoting National Internet, REPS, WITHOUT BORDERS (Sept, 2
4, 2012).

60) VN Digital Content Firms Find Home Disadvantage, VIET NAM NEWS (Sept. 22 2008),
http://vietnamnews.vn/economy/business—beat/180617/vn—digital—content—firms—find—home—disadvantage.ht
mHES0IM MHIAZ T U= Yahoo! AteE A7FE20] QUC
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(Christakis et al., 2021). &= S SEf= “ZA| ™Z"0|Ct. Ol= HEO 25| =7}t

= I #AE 0|2 ERVIEO0| Xi= 7|"0| Exet E1IO|E101| et E2= s,

et 71g2 ol2fet F0l w2t sid H0IHE ME =2 skl & 2AFE IIE =
HES oJ0|gicen) o] AR HE =2 XA JIeX +HE Ssll oo/l HIsh=s
20| of2t JHRIFEE Exet 7Igo| ot gx 2FE 2+'5k= AOo|ct

0|=2 EO 1233301 w2t 0j= FE7[H0| XA 7= AHHE AR5 0= 22| 2=

Qloze| Al HlO|EE 47 8 4 USE 51S5tn UCLE) ool 1]Z0R Ma 5
o SN2 JIZAN7ILL RS HEtE 212 HEo = HolEo &'a UNASHE 20| B
T ZetE £ ot FISA 7022t 2| EO 123332 CHEf Hl0|E &= &St ¥HH, EO

123332 alid HI0|EE E/et 7|RoILt B2 Stodg HIo|E X1I:'—° o|F stot= HA 2
HE2E AEE £ gich & 'AM EZ(compelled access) | WA =77+ OfL|C},
FE 710 27 "R EH dNA' HBEERREH XI=TDI JHIEEE HSstH
=S| 0|20t ofL|2t BE HTHALMQ! 2= (X}t A 2{Al0} 22 2Tt 'TEA|' &L
27t M7 |tz fIale me{shof Sich wat A9 'FHAE £ MS MEISITID sHA 2=

=
(SRS EEStS °—”.A1IA'01| tiet 2571 MEE Aol2te & += glot
oHH 0|= CSP= "0|=Qez ZIFEE2 0|22 'Sgfalet +M H U225 E' ES
Sh= gl M4ZE =850 0j= o0 MSshs 2 E= slHs s & Ut =+
Yol M4zl X2 0|5 R9| XeXel dse2RH 0= =Ts Esste A0|H
Ol= SE gl 2/=2lol| ciet A YRo| WSS HMetsk= 22 ofLict, =gt ol =Xt
2ot Fas 287 0l A2 0= SEU Ho|HE 0= & 2R ME=
X

Ho
HloJE{Ol CHaH of FHSIst HAS IGRITt 2317 DIZ LOIN T20| 020Xl HL,
012 8 BB Y I J|US A SAS YIBH AT 017} ANE HP I

[=]
g = sHlYEZAIME B (Foreign Intelligence Surveillance Court)2| TtAte| ZH=5tof|
|RO0{Xl= FISA 7022] il 59| Z<02t Hlo|Efofl thHet &0l 7HsSSICt.

Z EEA FH Z2RE £F40| 2= I RE MUEE Y HIE e 2
5 M7all &= A2 OtLH, 0|2 0]2/2] CSP= 2513 0= &8 =229 'AF ' A=
ol 012 RI=CH of Ferst & Uck
o) B2 sig IS BEHEO X, HolElo] AR HEH O SxH| Exf e wEo| B 5N S Ciyst
el 24 olR2 ol2lst 23| olojs HPIE 4 S

62 EO 123339 XiMIst L2 Inteligence Community Legal Reference Book, Winter 2020, p. 693
https://www.dni.gov/files/documents/OGC/IC%20L egal%20Reterence%20Book%202020.pdf (2024.8.18.)
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FISA 7022t CLOUD Acte= HE4ZE Q32 0= FE o MEE O|o|EH 22t X|gtst
X| 4=Ct makM sy WHE2 78 dolE HEZ7F CNILet 22 DPAJ} Xetet thz
78 4Hl XIF(EEA)S] CSPE AtEdh= E9 “FISA 702 E= CLOUD Actoll 278t Hlo|

B My S& 227t sl=reke Folck

J2iLt HI0|HE Xalsh= 7|1¥el ZM2 FISA 702 E= CLOUD Act HHES Z45H0}
Sk=X| (et FEsICh 0l= EEHe| 1N HEH0| MEx= 2= 7|”¥2 FISA 702 E=
CLOUD Actoi| tE 0Oj= FH0| MEE 4 QUCh I2|11 0j= ZHet 2EH0| A=(22G0
Aot slH2ts) 2= SAk= 012 2ol M8 2he 4 Urh

0|=2 01=F2| 21 Hat@EsS 3| FHAsH siAdste Uct. 0j= HREFE= “0i= 2
22 0= 7|%, O01=0l SAE = 2lAH E= 0l=200 2fsh ARrE A2 HMet=X| =
Ct Ol= SE0M MHIAE XMSshs =AMt Ol Sl HES Y= HRE i ©
Q10| et HAE 22Xz SHo =70 2t 0l=2te] H=0| U=X| R0
Chet AMMoll mh2t Hata o= ULk siE 7IE0] DI=0M 5= ks S3E A=Xe
2 2L e=Xoz 0|22z 25S XIAESE Ol EH0| i =2At Ol= 2

= 7b oj= 71

>
OH
o
rir
o
H
IE
ro
10
oY
30 40
=
=
It
[
rlo
gl__l
on
o
Hl
g
o
o
a
H -
2
x
12
=
>
o
4>
$0
rr
o
o

0
T
2
|0
!

o)
FHO| EXHSHEX] ™otst7| s €74 D2 =ICHGreenberg Traurig LLP, 2022).
lixer Intl, Inc. v. Scrutinizer GmbH,64 AFZ10{lA 2018 O|=2 M1a3| StAM

1o
[T
i

63) US Dept of Justice, “Promoting Public Safety, Privacy, and the Rule of Law Around the World: The
Purpose and Impact of the CLOUD Act”, White Paper, April 2019 available at www.justice.gov/CLOUDAct
("US CLOUD Act White Paper”) p. 17.
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7) Grand Jury Proceedings (Bank of Nova Scotia), 740 F.2d 817 (11th Cir. 1984), cert. denied, 469 U.S. 1106
(1985)

68) Marc Rich & Co., AG., 707 F.2d 663 (2d Cir. 1983), cert denied, 463 U.S, 1215 (1983).

69  Article 1(1) of the e—Evidence Regulation, which emphasises that the obligation to produce data exists
“regardiess of the location of the data” (Regulation (EU) 2023/1543 of the European Parliament and of
the Council on European Production Orders and European Preservation Orders for electronic evidence in
criminal proceedings and for the execution of custodial sentences following criminal proceedings, [2023]
OJ L191/118, 12 July 2023 Art. 5(6). (Regulation (EU) 2023/1543).
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